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Abstract—In the scope of quantization-based watermarking

X
technigues and additive attacks, there exists a common belief tha / 7
the worst case attack (WCA) is given by additive white Gaussian @é%{ Y Decodet b
noise (AWGN). Nevertheless, it has not been proved that the Fig. 1. Communications scenario.
AWGN is indeed the WCA within the class of additive attacks
against quantization-based watermarking. In this paper, the

analysis of the WCA is theoretically developed with probability . . .
of error as a cost function. The adopted approach includes the P& communicated via the host channéland the attacking

possibility of masking the attack by a target probability density channelp(y|y’). The messagé is encoded into a watermark
function (PDF) in order to trick smart decoding. The developed ¥/ taking into account the host stat€. We assume here
attack upper bounds the probability of error for quantization-  that hoth the encoder and the decoder are fixed while the
based embedding schemes within the class of additive attaCkS'attacker can apply any additive attack changing the tiansit
probability p(y|y’).
I. INTRODUCTION To underline the importance of this problem, we would like
HE design of the worst case attack is an active i@ Point out that its solution will allow us to justify a valid

T of research in communications. The knowledge of tHgenchmarking set-up instead of applying commonly accepted
WCA points out the weakness or the strength of a givéBWVGN as the WCA.
technique and allows to create a fair benchmark for differen This paper is organized as follows. The fundamentals of the
communications methods. quantization-based techniques under analysis are deddirib

The study of the WCA within the scope of digital dataSection Il. The problem formulation is presented in Section
hiding technologies has even higher importance in maty- The justification of the proposed set-up and constriat
practical applications. Currently, the benchmarking ofsmo€xXplained in Section IV. Finally, in Section V the probayili
data-hiding techniques is performed against the additiviéew Of €rror is analyzed for the quantization-based techniques
Gaussian noise attack [1], [2]. However, the real attacker dccording to the proposed WCA and compared with the
an aggressive character whose primary goal is to destray o¥WGN and uniform noise attacks.
prevent the reliable decoding of hidden information. Thoslg
is achieved by applying the least favorable conditionsresiai [I. QUANTIZATION-BASED TECHNIQUES
pagl(;:#;?dredriantg I’c]ili?flgrge:glsdf:trg-sﬁiding benchmarking methods Within the class of quantization-based techniques, we will

the two most widely used are presented. The first one (‘igncentrate our analysis on both dither modulation (DM) [1]

based on estimation of the information-theoretic limits,,i and distortion compensated DM (DC-DM) [2]. Both are ap-

the capacity. According to the second method, the pract (gvarltlmmatlons of Costa [4] scheme with a structured codebook

- . S . ere binning strategy is exploited.
eff|C|enc_y of the embedding strategies is analyzed withgesp Dither modulation: The watermarked data is obtained as:
to the bit error rate.

The common belief about superiority of quantization-based Y = Qu, (), 1)
methods is established based on their testing in the AWGN
scenario. Motivated by the fact, first shown in [3] that th#here different quantizerQ,, (-) are used to embed a symbol
AWGN is not the WCA against the quantization-based tech: into the hostz as it is shown in Fig. 2 for the binary case.
niques, one can conclude that the WCA against these methd#i¢ quantizers will be constructed for both DM and DC-DM
is still an open problem. using subtractive dithering [5] that corresponds in theahin

Thus, we formulate the goal of this paper as the invesgiase to:
gation of the worst additive attack strategy for a fixed quan- @, (7) = Q@ + dp,) = do, 2)
tization-based watermarking communications scenaricchvhiwhere d, = —A/2 and d; = A/2 assuming that the

is depicted in Fig. 1. In this set-up, the messagshould quantization bin width i2A. As a result of the quantization




embedding, the watermark distortion can be expressed as: A

D _E“Y, X|2}_A2 3) : —o—1 —o—i I
w = - — 9
3 Fig. 5. Received®DF fy (-) in the case of AWGN attack for one bin. The
whereE[-] denotes the expected value. The outpDE fy(-) ©or region is hatched.
is a quantized version of the hdBDF fx(-).
Qo() 4 - 24 - . [1l. PROBLEM FORMULATION
0 . .
' ' QIA ' McKellips and Verdu considered the problem of worst
Q1 () . ° h ° - case additive attack design for the PAM, having chosen the
' ' ' probability of errorP, as a cost function [6]. In their approach,
Fig. 2. DM embedding quantizers, binary case. the attack has bounded energy. Besides the energy, they also
Distortion-compensation DM: The DC-DM technique considered a possibility of masking the noiB®F by a
produces the watermarked data as: target distributionfr(-) with variances? in order to trick
Y =z + a(Q,(z) — ) 4) a smart decoding strategy when the decoder can estimate

the attackPDF to choose an appropriate decoding strategy.
where o is the distortion compensation parametefhe Kullback-Leibler distance (KLD) [7] between the target
05<a<l1. If a = 1, the DC-DM simplifies to the distribution and the optimized WCRDF fz(-) is proposed
DM. For a < 0.5, the embedding scheme is not errorlesas an additional optimization constraint.

even in a noise free scenario: thus, to avoid degradation ofAdopting their approach to our quantization-based set-up,
the performance, we constrain > 0.5. For different values we impose constraints on the attack power, tafef and

of a, the watermarked sample will have intermediate valuéglerance in the KLD sense. The objective of optimization
between the originat and its quantized versio@,,(-). The is to find the PDF of the attack which satisfies the above

watermark distortion for the DC-DM embedding is: constraints while producing the largest possible valuehef t
o, A2 cost function, i.e., the probability of error. ThRDF of the
Dw =a 3 (3) attack will constitute the least favorable distributiorr the

decoder for the given class of attacking strategies.

where it is evident that ify < 1 the value of the distortion of The optimization problem can be formulated as follows:

the DM (3) is larger than the one of DC-DM (5). This provides
an opportunity to increasd and subsequently to improve on max P, = max/ fy (2)da @
the performance for the saniey; . fz(x) fz(z) Js

The outputPDF fy-(-) of the DC-DM technique is a train subject to the constraints:
of uniform pulses instead of a train éffunctions due to the > o

. . . I - fz(x)dz=1, (8)
distortion compensation, as it is presented in Fig. 3, where e

K =(1-a)A. / T @<, ©)

: L ® J <« I ® : I o - f (Jj)
A" | fetaios 22 dnzs, (10)
Fig. 3. DC-DM ouUtputPDF fy-/(-). Co Jr(x)

In both the DM and DC-DM, the probability of error can befy (+) is the PDF of the received signat’ = X + W + Z. X
calculated as the integral of the equivalent nG¥& over the represents the host daféd; stands for the quantization-based
support of themrong bins S with respect to the communicatedvatermark [1], [2] andZ denotes the attagok‘zé in (9) con-
message bit [3]: strains the attack variance assuming = [~ xfz(z)dz =

0, and 3 in (10) determines the tolerance in the KLD sense.
Pe = Sfy(l')dx' (6)  The constraint (8) follows fronPDF definition, which also
imposesfz(x) > 0,Vz € R.

The error regi_onS is iIIustrated_in Fig._4 as_suming that one 1,0 optimization is performed using the Lagrangian multi-
of the symbols is sent for the binary signaling case and hagﬁer method:
e

decision is used at the decoder. The errorless region will
denoted as the complementary setin case of the AWGN,
equation (6) is equal to the integral over the hatched area on

L(fz(x)v)\h)\m)\g):/Sfy(x)dx

Flg 5. 00 oo ) )
A +A1 (/ fz(z)dx — 1) + A2 </ 2 fz(x)dr — az)
S 8 * > S S —0o0 —00
] ] 7 ] ] T ] ] [ee]
. T T T T | T '| s (/ fZ(l') log fZ($) dr — ﬁ) ) (11)
Fig. 4. DM and DC-DM error regiois for the binary case. —0 fT(JC)



IV. PROBLEM SOLUTION that the integral of thé®DF is always 1 for0 < V' < 0.5. In

i . ) practice, we will always constraili < 0.25 in order to have
In g_eneral, no clpse.analyt!cal soluthn of (7) exists angd maximum probability of error equals to 0.5.
numerical computation is required. For different valueshef

. : 1-2V
toleranceg the resulting WCAPDF varies from the target \V T AV
PDF to a set of§-functions. Fig. 6 represents a Gaussian target -T 0 T
PDF with varianceo? = 0% and the WCAPDF against the Fig. 7. 39 attack scheme) < V < 0.5.

DM [1] where the bin width is equal td. It is assumed that
the embedded symbol is located at the origin. Fig. 6(a) and
6(b) show the WCA when the tolerance factérwith the Dy =0y =/ 2? fz(x)dx = 2VT>. (12)
target attack is small for different attack powers. The WCA . } > )

is masked by the targdDF (Gaussian). Fig. 6(c) and 6(d) Dither modulation: The cqnvolutlon between the output
represent the same analysis for larger tolerance factérstay PPF fy+(-) of the DM technique and the proposed attack

the PDF shape of the result varies to increase the probabiliff'9- 7) is @ set of delta functions. The opAtimaI paintvhere
of error for the same attack energy. to fix the position of the deltag’ is 7' = 5 + ¢ wheree >

N 0,e — 0. In this case, the probability of error which is equal
\ == Thigetatace. e to the integral over the error regiofi is P, = 2V. Using
& o4 equations (3) and (12), it is possible to write:

The energy of the proposed attack is given(ly, = 0):

1.

03 Dy 4
WNR = 101log;, D, 101og; 3P (13)

0.2]
0.5

where WNR denotes the watermark-to-noise ratio. The
‘ A above equation (13) produces:
2 = ) “1 > % 0 5 Pe = glofﬁ (14)

(@ 0% =0.1,3=0.1 (b) 0% =15, 3=0.1. _ ] _ o
4 o Distortion-compensation DM: The derivation of the

3 , | Tgersnae )| 07 | Pheranad WCA when§ — oo for the DC-DM is similar to the DM
3 06 but now the received sign&DF fy (-) is the convolution of

‘ ‘ ‘ a set of delta functions with a pulse, which is the result ef th
DC-DM embedding scheme. The convolution is presented in

| J A\ & os Fig. 8 for one of the periodical bins on Fig. 4 where:
0.5 A\ 01 1-2V Vv
'/l \ = = — T - T K 1
(S VAR, W | | | Vi Y 2= 55 2 + K, (15)
(© 0% =01, 3=05. (d) o2 =1.5,3=0.5. and the nearest error bin of the error regiSrrepresented

Fig. 6. Attack examples for different tolerance and poweadcktvalues. In Fig. 4 initiates atM/.

WCA PDF and Gaussian targ&DF. v T”V vk 12K A| Ay, L
. Vil ) Va
The solution of the above problem (11) whéh — oo j T > > . . r"_‘

. . 0 T K0 K —Tz-T| KO K |7
suggests threé-functions. Two of them are located in the
two error regionsS that are the closest to the origin, and the
third one is located at the origin to contribute to tRBF Fig. 8. Convolution of 35 attack with DC-DM outputPDF.
but not to the the attack power. However, a hypotheso@t  The probability of error of the 3-attack for DC-DM is:
decoder can apply more sophisticated decoding strategies than v
the originally proposed minimum distance decoder [1], [2]. Pe=(T+K-M). (16)
This motivates the attacker to mask the applied attack t@avo The maximization of equation (16), using (5), (1%, =
the possibility to be detected while degrading communitesti (1 _ )A andM = A/2 from DC-DM embedding (4), Fig. 3,

Attack DC-DM -M M

performance as much as possible. is achieved by:

Such an attack provides a probability of error eqialk= 1 (20— 1A, a<?2,
which is easily reversed t@. = 0 inverting the bits value. T=903_ A s 17
In fact, from the mutual information point of view there is no G-)A, azg

uncertainty. Therefore we will restrict the probability efror ~ The result from equation (17), using (5) and (12) simplifies

to0 < P, <0.5. (16) to: o2 o< B
The 34 attack PDF is presented in Fig. 7. For both DM P, = 4(1f;vg(2a71)A2 6 (18)
and DC-DM, it is neccesary to optimize the paramefésnd W o> %7
2

V in order to maximize the probability of error @s— oo. 2 52
The amplitude of thej-functionsV and 1 — 2V guarantees ~ and the WNR= 10log, %55~



V. RESULTS OF COMPUTER MODELING Nevertheless, a mismatch between their prediction andetide r
In the previous section, the analysis of the probabilit}0iS€ can considerably degrade the system performance.
of error has been performed. Fig. 9 presents the results offere, we demonstrate that= 2/3 is the optimal DC-DM
the above asymptotic cas& (— oo), for which the WCA compensation parameter for all WNR since it is the minimum
PDF is composed of a set of threefunctions. In Fig. 9(a), from (14) and (18) as it is presented_in Fig. 9(a). Therefore,
the probability of error is shown as a function of the DC2 blind encoder can use this value without any knowledge of
DM distortion compensation factar for different WNR. To the additive attackPDF. The maximum probability of error is

prove the efficiency of the proposed attack, we compare tHgtermined only by the WNR.

probability of error for the developed attack vs. Gaussiath a VI. CONCLUSIONS

uniform attacks (Fig. 9(b)). The DM is shown as a special caseln this paper, the worst case energy constrained additive at
of the DC-DM if a = 1. Therefore, it becomes evident fromtack against quantization-based watermarking techniguzss
Fig. 9 that the proposed attack produces larger probalafity developed. Depending on the tolerance factor, it is possibl

error than the AWGN and uniform noise attacks. to hide the statistical properties of the attack preventimg
“T — wiR-oi * =5 OM, worst case atack smart decoding. The closed form analytical solution for the
odf \/ WNRI0GB] o | |--- Do-OM. Lfomnoe problem in the asymptotic cage — oo) was obtained. The

superiority of the designed attack over the classicallyduse
AWGN and uniform noise attacks was shown. Finally, we
want to emphasize that an optimal compensation faeotor

for the DC-DM method exists, which independently on the
WNR gives the optimal system performance undergoing the
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