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Abstract—In this paper, we extend a traditional robust data- important to note that the selection of an auxiliary random
hiding set-up with host state at the encoder to a case when avyariable is based on eompensation parametéparameteiy
partial side information about host statistics is also available at j, qriginal Costa paper) that takes into account attack statistics
the decoder. We demonstrate that the knowledge of host statistics . . . .
at the decoder can relax the critical requirements of random thgt correspond.to the variance of an additive white Gaus_S|an
binning-based methods concerming attack channel statistics at Noise (AWGN) in the Costa problem. If the compensation
the encoder. We also analyze performance improvement of some parameter is optimally selected, assuming the knowledge of
known data-hiding methods showing that they are particular the attack channel variance, the Costa rate equals the channel
cases of the generalized set-up. Finally, we consider some relatedcapacity of the AWGN channel. However, if this parameter
open research issues and future possible extensions. . . . .

is not optimal, the host plays a crucial role in the system

_Index Terms—Robust data-hiding, Gel'fand-Pinsker set-up, performance leading to a considerable rate loss.
side information, stochastic image modeling, channel capacity. Practical low-complexity implementations of the Costa
set-up are based on structured codebooks that use scalar
(1-D)/vector (multidimensional) quantizers/lattices and are
known agdistortion-compensated dither modulatiidC-DM)

IGITAL data-hiding appeared as an emerging tool fognd scalar Costa scheméSCS) [5], [6]. It should also be

multimedia security, processing and management. #binted out that both SCS and DC-DM completely disre-
tremendous amount of possible applications have been recegllyd host statistics corresponding to host probability density
reported that include copyright protection, tamper proofingynction (pdf) for watermark design using the argument that
content Integrlty verification and authentication, secret COthe host variance is much |arger than watermark and noise
munications (steganography) and watermark-assisted meghgiances. This is equivalent to a high-rate assumption in
processing such as multimedia indexing, retrieval and qualifyte distortion theory that corresponds to the small distor-
enhancement [1]. tion regime. In this case, the host pdf is considered to be

Robust data-hiding is one of the key technologies for thgat (uniform) within quantization interval which significantly
above applications that require reliable watermark decodig@nplifies the design and analysis of these methods. It also
after different intentional and unintentional attacks [2] At theorresponds to the assumption of very low watermark-to-
same time, it is facing two important problems related to thghage ratio (WIR). This imposes some specific constraints on
host interference and the lack of information about the attaC'{ﬂ@ system design that determine its performance in the broad
strategy at the encoder. range of watermark-to-noise ratios (WNR).

The design of host interference cancellation CriticaIIy relies The related prob|em of host-interference cancellation based
on the knowledge of the host realization at the encoder. TBR the above principles refers to the knowledge of the noise
main assumption of almost all current data-hiding techniqu@griance at the encoder prior to the transmission. That is not
consists in the availability of the host state (realization) at thecase for the robust data-hiding where the attack parameters
encoder assuming some fixed attacker strategy. The relagg not available at the encoder and can be only estimated at
communications problem is the one considered by Gel'fafde decoder. To relax the lack of this information, a particular
and Pinsker [3]. The Gel'fand-Pinsker set-up is based onvarsion of the DC-DM known as dither modulation(DM)
random binning argument contrarily to the classical randogympletely disregards the actual noise variance in the attack
coding argument that does not take into account the chafrannel and selects the constant value of the compensation
nel state information. Costa considered the Ge"fand-PinSl@rameter equa| to 1, which is on|y 0ptima| for asymptotica“y
problem in a Gaussian set-up and mean squared distortjjgh-WNR regime.
criteria and demonstrated that the capacity of the GaussiarContrarily, the methods based on theread spectrungSS)
channel with the Gaussian interfering host can be equal gfinciple sacrify from the host interference since they do not
the capacity of interference-free communications [4]. It igake into account the host state at the encoder. However,

. . . at the same time they demonstrate superior performance at
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enhancement can be achieved by proper modeling of hospresented in the form of local data variances, which are
pdf. This group of methods can be also considered basedmadeled using exponential distribution.
the random binning argument assuming that the compensatioiThe paper has the following structure. The basic set-up of
parameter tends to zero. side information-assisted data-hiding is considered in Section
The goal of this paper is to extend the Gel'fand-Pinsker sét- The data-hiding concept with the host state at the encoder
up, where the host realization is non-causally available onlylzdsed on the random binning argument is briefly reviewed
the encoder, to the communications with extra side informatiam Section Il in the scope of generalized Gel'fand-Pinsker
about the host statistics at the decoder. The overall objectm®blem, Costa Gaussian set-up and discrete approximation
is to relax the critical dependence of the Costa set-up on thiethe Costa problem. Section IV presents the source splitting
knowledge of the attack channel variance and to achieve gquthciple and the corresponding relationship between local and
performance at low- and high-WNR regimes simultaneousiglobal stochastic image models. A new information-theoretic
In fact, as a consequence, we want to theoretically confirset-up with host state at the encoder and host statistics at
the possibility to develop a hybrid scheme that can combitige decoder is presented in Section V and some known data-
the best from quantization- and SS-based methods to perfdniding methods are considered as particular cases of this set-
optimally under channel ambiguity. up. The experimental results demonstrating the efficiency of
In the related publications of Moulin and O’Sullivan [8], [9],the proposed approach in terms of achievable rates are given
the authors use similar set-up to consider data-hiding problémSection VI. Finally, Section VII concludes the paper and
as information-theoretic game between the data-hider and fresents some future research perspectives.
attacker in the scope of the Gel'fand-Pinsker problem with Notations We use capital letters to denote scalar random
the maximum allowable embedding and attacking distortiongriables X, bold capital letters to denote vector random
The side information available at the encoder and decodewariablesX, corresponding small lettersandx to denote the
considered in the form of secret key and has twofold rolesalizations of scalar and vector random variables, respectively.
First, it may be a cryptographic key that is independent of tHéhe superscript/V is used to designate lengfki- vectors
host. Second, the side information can be in some dependerce =V = [z[1],z[2], ..., z[N]]T with k*" elementz[k]. We
with the host signal forming a joint distribution that is ofuse X ~ px(x) or simply X ~ p(z) to indicate that a
a particular interest in our analysis. Moreover, Moulin anchndom variableX is distributed according t@x (z). The
Mihcak [10] have practically applied this framework to themathematical expectation of a random varialile- px (z) is
analysis of data-hiding capacity of real images using the sgenoted byE,, , [X] or simply by E[X]. Calligraphic fonts¥
called parallel Gaussian decomposition where the imagedenote sets{ € X and|X| denotes the cardinality of sex.
supposed to consist of a number of independent Gausslandenotes theV x N identity matrix.
channels. Thus, the optimal data-hiding system performs thene also define the WIR as WIR 1010g10 "W and the

ower allocation among these channels to satisfy the impo
P g fy P %R as WNR= 10log,, 2% whereo%, o}, aZ represent

distortion constraints. The generic assumptions made there
however, different from those used in our work, and so tHQe variances of host data Watermark and noise, respectively.

final methodology that we have followed, also differs. The

main differences consist in part of codebook design, generic |l SIDE INFORMATION-AIDED DATA-HIDING

character of side information and applied decomposition. TheThis section presents the basic set-up of side information-
generic side information possibly correlated with the host dagidled digital data-hiding. This set-up was first proposed by
is considered to be symmetrically available at the encoder aviolyatzis and Pitas in 1999 [12] and was recently extended and
the decoder in the Moulin and O’Sullivan set-up. This enablesalyzed by Cannons and Moulin [13] in terms of statistical
a possibility of optimal watermark power allocation amongetection performance evaluation.

different channels. In our set-up, we assume the availability of The block-diagram of side information-aided data-hiding is
asymmetric or so-called partial side information at the decodgnown in Figure 1. This set-up corresponds to the classical
that, being sub-optimal in terms of achievable rate, simplifiesta-hiding scenario where a messagec M and M =

the encoder structure and relaxes the critical dependence{bf2, ..., 2V %}, with rate R, is encoded into the watermark
the optimal codebook design on the ambiguity concernirggquencew”™ and communicated through the memoryless
attack channel parameters that can be of interest for numerebannel py |y, x (y|w, z), with the outputy”™, whose state
practical applications. Finally, Moulin and Mihcak applieds determined by the host”. The embedding distortion
the generic parallel channel decomposition without prowdmg)rresponds to the variance of watermark that is bounded
any relationship to the statistics of the host data besides ﬁEE[Zl W2 < Noi, and the attack distortion is con-
assumption that samples in the parallel channels are Gausmlned by E[dN(Y',Y)] < o%, where dV(Y',Y) =

In our analysis, we follow a similar decomposition of host datg ZL Ld(Y]Y;) with d(Y',Y) = (Y —Y)?, whereY’ =
providing the so-calledource splittingwith Gaussian mixture X + W denotes a stego data.

distribution [11]. However, the analysis of our set-up refers to The only difference with the classical set-up consists in the
the link between global and local image statistics demonstrataehilability of the side informatiorsy = (X, KV) at the

on a particular example of Laplacian distribution. This maketecoder representing some key-dependent simplified represen-
possible to have a concrete implementation of the Moulin atation of the host data. A functiof(.) represents some hash or
O’Sullivan idea, where the hypothetical side information istatistics that can be extracted from the host d&fh using a



secret keyk V. The hashing can represent some extraction arfd’ : 4™V x XV — W such thaty — (W, X) — U form a
key-dependent quantization of host statistics or features. It ddiarkov chain, Gel'fand and Pinsker [3] have shown using a
for example be scalar or vector subtractive dither quantizaticemdom binning argument that the capacity of this channel is:
[14]. The keyK ™ is chosen from the corresponding alphabet 10

KN where all keys are distributed uniformly. The role of the OX’ = maxp(uule) [[(U;Y) = I(U; X)), @)
key is to provide a source of randomness and to give the dajgherer(1; Y') and(U; X) correspond to mutual information

hider an information advantage over the attacker. between the attacked daitaand the auxiliary random variable,
The secret key and the side informatici' are com- the host data¥ and variablel/, respectively.

municated to the decoder via some private channel. Theqgre and in the following, we use the superscripts to
decoder combines this information with the channel oUenote the availability (1 stands for “available” and 0 for
put YV and produces the estimate of the original mespot available™) of corresponding states or statistics used in
sagesn. The communication is considered to be reliablgne subscripts at the encoder and the decoder, respectively.
if oxm D nend Prlm # m(YN, SN, KN)[M = m] — 0 @ Therefore, in the above case, 10" denotes the availability of
N — oo. the host stateX at the encoder but not at the decoder.
Without going into deep details of the proof of (1) presented

K Pri | . . . . . .
——— v | cname in [3], we would like to point out that this result is obtained
15" KN from the trade-offs on the codebook design that guarantees
XN
Wiy | PO e) ] Decoder [y, sY,£) errorless performance of encoder and decoder. Codebook con-
@ " sists of.J| M| codewords.™ (m, j), m € {1,2,--- ,|M|},j €
{1,2,---,J} generated independently at random according to

Fig. 1. Generalized block-diagram of side information-aided data—hiding.,[he marginal distribution ( ) and allocated int¢/\/l\ 9NR
A =

bins with J = 2¥%" codewords in each bin for every message
We will refer to the cas&”Y = 0 asblind data-hidingandto m. R = + log, J bits are used to describe the host at the
the cases™¥ = XV asnon-blind data-hidingThe intermediate encoder. On one side, the probability of error at the encoder
case whens™ = 4 (XN, K) is known assemi-blind data- Will be asymptotically close to zero ¥ > 2N/(U:X). On
hiding [13]. The main idea behind the semi-blind data-hidinghe other side, it is necessary to enseféf+#) < aNI(UY)
consists in the necessity to have image dependent keys émdnave reliable decoder performance.
a decoder that is either operated by the content provider Bs Costa problem

in. fingerprinting, or aF least requires some commupicationsCOsta considered the Gel'fand-Pinsker problem for the
with _the content prowd.er. In the following, o smphfy theGaussian context and mean-square error distance [4]. The cor-
notations we will consider only the communication aSpe?ésponding fixed channek . x (y]w, ) is the Gaussian one

of the problem and skip the dependence of the encodi%th X ~ N(0,0%) and additiveZ ’NN(O 02) (Figure 3).

decoding and hashing on the secret key implicitly assumirﬁ;]e embedding distortion constraint is imposed in the form

that the proper key management is established among all thSFeE[WQ} < o2, and the attack distortion corresponds to
entities. "

the variance of the additive Gaussian naige The auxiliary
random variable was chosen in the forth = W + aX
Il. HOST STATE AT THE ENCODERHOST REALIZATION  yith compensation parameter that defines the achievable

A. Gel'fand-Pinsker problem communications rate:

This problem can be formulated as a reliable communication
of a messagen € {1,2, ..., |M|}, with [M| = 2N%, encoded Rla,0%) = logy — Joliyroitad) o)
into a sequencé’ ™, over the channeby |, x (y|w,z) and POX) T 27092 62 0% (1—a)?+0% (0F, +aok

interference XV being known at the encoder but not aCosta has shown that the optimal compensation parameter is

the decoder. The corresponding discrete memoryless chanpel, — W that requires the knowledge of2 at the
is described by{W. X, py w,x (ylw, ), ¥} where the side encoder.”Ih this case, the rate does not de
: _ _ g oy WHE . , pend on the host
information is assumed to have a distributioic (x) = \griance and:
[Ipx(z;) (Figure 2). The problem is to find the maximum
r f reliabl mmunication8 = 1 . 2
ate of reliable communicationg = + log, | M| Rlagpt) = CAWGN = Ligg, (1 + %ZV) 3)
o that corresponds to the capacity of the AWGN channel without
, , host interference.
: WY (m, XM NN ' o
: ,L;’,;L(LMHU It is important to note that the number of codewords

in each bin of the message of the Gel'fand-Pinsker set-up
Fig. 2. Gel'fand-Pinsker channel coding with side information at the encodgg approximately equal t@V/(UsX)  |n the Costa set-up,

P (Y N)] —0asN — co. 2

rim RO % OO I(U; X) = 1log, (1 + azg%). This implies that the larger
variance of the host?, the larger number of codewords are
needed at the encoder in each bin. This means that for the
capacity achieving scheme the codebook should be extended

to take into account larger number of host states.

Given an auxiliary random variabl& with conditional
distribution py;| x (u|2z) and a deterministic encoding function



codebook naturally causes the degradation of the SCS per-

xvoozr
i W (mx") i % - (o formance at the low-WNR regime that will be experimentally
" ® [ Decoer }— ") demonstrated in Section VI.

Fig. 3. Costa channel coding with the host state information at the encoder. 00 A l
Ku”(u) N
m=1 u‘v(l,2) J\
C. Scalar Costa Scheme: discrete approximation of Costa u(1.3) {
problem W (14 )-rmemem om0
The Costa set-up operates with the Gaussian random code- X Qi‘i [
book that has exponential complexity. To reduce the complex- “\‘(2’1’ )
. . . - . u¥(2,2)
ity a number of practical data-hiding algorithms use structured m=2 (23) \
codebooks instead of random ones based on the above con- /(2—1/\/\/\)
sidered binning argument [5], [6]. These structured codebooks J

are designed based on the quantizers (lattices) that finally
should provide the independence of the watermark (consideféa 4. The structured codebook of the SCS (DC-DM):= 1.
to be the quantization noise) and the host at the high-rate
guantization regime (low-distortions).
The group of quantization-based methods follows an anal-
ogy between binning strategy in the Gel'fand-Pinsker problem IV. STOCHASTIC HOST MODELING
and the same principle of quantization attempting to approxi- The quantization-based data-hiding methods completely dis-
mate host-dependent selection of codewords [6]. The auxilia®gard the host statistics due to the high-rate assumption. An-
random variabld/ in this set-up is approximated by: other “extrema” of data-hiding host image modeling is a zero-
mean i.i.d. Gaussian model. Although the Gaussian model
U=W+a'X=dQnX), ) leads to nice close-form solutions in many cases, the practical
leading to the jointly typical sequencds™ (m,j),2¥) = application of this model to real images is very questionable.
(&/Qum(zN),2N), where Q,,,(.) denotes a vector or scalarThe development of accurate and tractable stochastic image
quantizer for the message. In the simplified version of the models is a very important and challenging problem. The most
SCS (or DC-DM) the quantizer is chosen to be the uniforgimple and widely used class of stochastic image models that
scalar one working at the high-rate assumption where the ggpresents the stochastic behavior of image coefficients after
of the host signalX is assumed to tend towards a uniforn§lecorrelation in transform domains (such as discrete cosine

distribution [5], [6]. This produces a uniformly distributedtransform (DCT) domain or discrete wavelet transform (DWT)
watermarklV = U — o/ X = o/Q,(X) — o/ X. The resulting domain) is an i.i.d. Generalized Gaussian (GG) pdf. The GG

stego data is obtained as: model captures a global behavior of coefficients. A particular
case of this model is the Laplacian pdf which is obtained when
Y =z+w=x+d(Qn(x)—1). (5) the shape parameter in the GG pdf is equal to 1 [15]. A lot of

. . ractical image coders and denoisers are designed based on the
In the above case of uniform quantizer, the watermark w ; o
. . . Laplacian model [15], [16]. However, an even more significant
be uniform, as a consequence of the high-rate quantizatig : - ‘

12 A2 gain can be achieved when the coefficients are considered on

assumption, with variancey, = ™, , whereA is the a4an” he local level. The corresponding procedure of local image

tization step. Therefore, the selection of the rate MaxiMizNG e fiicients classification based on their statistical properties

« designed for the Gaussian watermark in the Costa set-upfs| nown as asource splitting[11]. Therefore, it is important

W& establish the mathematical relationship between local and
global stochastic models.

This link can be developed based on the analysis of joint
distribution p(x, 0% ). Using chain rule for probability one
obtains:

not any more optimal in the above case (for this reason
usea’).

A particular binary caseM/ = 2) of the SCS (DC-DM)
codebook fora/ = 1 is shown in Figure 4 [5], [6]. Each
message has an infinite number of codewofds' (m, j)},
m = 1,2 in the corresponding bin. As it will be shown in
Section V, this construction of the codebook corresponds to Px.s2 (z,0%) = Ps2, (o‘g()pxlzg( (z|o%), (6)

WIR — —oc (or 0% — c0) that supports the main assumption ] ) o

of high-rate approximation. However, the fact of neglectingNereps: (0% ) represents the marginal variance distribution
host statistics leads to the infinitely large amount of codewor@8d the conditional distributiopy sz (2|0%) is supposed to

uN (m,7) in each bin as2V'(UiX) due to the assumption capture local data statistical behavior. The global data statistics
0% — oo. Contrarily, the decoder requires to bound theorrespond to the marginal distribution:

number of codewords in each bin2&! (V:X) < gNI(U:Y)—E] 0

to avoid the errors caused by the wrong typicality betwgén px(z) = / Px,x2 (z,0%)dok =

and v’ (m, j) that does not correspond to the sent message. 0

This incorrect assumption in the construction of the SCS fooopx‘zg( (a:|a§()p2§ (0%)do%. (7



A particular case of interest is given by thdinite Gaussian were the first who theoretically demonstrated that the rate
mixture modél [17]. According to this model, in our gain between Laplacian and infinite Gaussian mixture models
case the distributionpy sz (z|o%) takes a form of zero- can be as much as 0.312 bits/sample for high-rate regime.

mean conditional Gaussian distribution, |le22 (z|o3%) = This is achieved by the proper design of entropy coders for
. mz each subclass of coefficients that have the same statistics in
\/%Tie . In this case, local image statistics are mocje'%sumphon of the common uniform quantizer.

as Gaussian while the global distributigry (x) is obtained

specifying the variance d|str|but|qm22 (6%). In a particular V. PARTIAL SIDE INFORMATION AT THE DECODER HOST
case of the Laplacian distribution that is of interest for various STATISTICS

transform domains, the global Laplacian pdf is obtained as a

weighted mixture of zero-mean conditionally Gaussian pdfs In this section, we extend the results of Section Il to the

given exponentially distributed local varlanqu (0%) = case of side information available at the decoder. Our set-
AMe~*19%  where )\ is a scale parameter of the exponentiadP can be positioned between the above considered Gel'fand-
dlstrlbutlon and: Pinsker set-up (1), where the side information in the form of
2 host realization is available non-causally at the encoder, and
px(z) = foo" \/21726_@)\1@—%1&6{@( — %e—\/ﬁ\wl, Wolfowitz set-up [19], where the host realization is available
"% @8) at both encoder and decoder that results in the capacity:
This simple relationship provides a fundamental link between ol = max, (e I(W;Y[X). )

the global and local statistics of image coefficients. Therefore,

the same data can be considered to be locally zero-meafy, our “asymmetric” set-up, the host realization is available
Gaussian with the variance distributed according to the expg-the encoder as in the Gel'fand-Pinsker problem but only
nential pdf and, simultaneously, having the Laplacian globgie realization of host statistics is presented at the decoder
statistics. The Gaussian mixture model is also the basis for the g~ — 02N according to Figure 1. It is important to
parallel channel decompositionf stochastic image sourcesyngderline that the realization of the host parameters describing
that makes it possible to use the simple relationship for thee Laplacian distribution is theV-length vector of local
Gaussian statistics. Moreover, properly selecting the varianggiances that determines the statistics of the parallel Gaussian
distribution, one can obtain a general class of Generalizgflannels in the source splitting model. The particular problem
Gaussian distributionpx (). However, in the following we of interest is the Costa version of the Gel'fand-Pinsker set-up.
will concentrate only on the Laplacian case for demonstratigge analyze here an extended version of the Costa problem
purposes. with the Laplacian host realization available at the encoder

In practice, the number of Gaussian channels is limiteghq the corresponding host statistics in the form of variances
by L instead of an infinite number. Therefore, the sourcst infinite Gaussian Mixture model defined according to the
X is split into L classes according to its variance in thgoyrce splitting (7) available at the decoder (Figure 6).

intervals|0; 0% ), [0%,;0%,), -, [0%,_,;+00). The parallel
Laplacian source decomposmon info Gaussian channels is o gy [,
schematically explained in Figure 5. * L *
XN
!

yN

Decoder (YN, 53V)

2 W (m, X
S P /\ N(0,0%,) m Encoder (m, X7) NN, zN)
ource
px ()

Fig. 6. Costa version of channel coding with host state at the encoder and
host statistics at the decoder.

N(0,0%,)

,Nf(ll.ni.L )
T~ Therefore, besides the channel st&é’ availability, the
encoder potentially might have an access3§¥ (shown

in dashed line). However, we will concentrate our analy-
h sis only on the case wheX? is available at the en-
L_ v ol coder andx%" is given at the decoder only. It is assumed

that XV and X%V have the following joint distribution
Fig. 5. Source spliting a& parallel Gaussian channels. p(zN,¥) = Hivlp(m“ 2‘) The encoder produces a
sequenceWN(m XNy wherem € {1,2,--- ,2NE} The

It is important to note that the state-of-the-art image conﬁie%Od'ng omeegiagm is performed based on”™ and
pression algorithm known aestimation-quantizatiorcodec u% aSm(Y ¥X')- The resultl?vg avlsraged probability of
[18] is based on this model. In fact, omitting the practicd"™or iS SR ZmeM Pr[m # m(YN, 55Y)|M = m] where
details of side information communications between the e}€ assume that all messages are drawn uniformly over

coder and the decoder, Hjorungnes, Lervik and Ramstad [ﬁ 2N
]Zro derive a necessary intuition we first consider the above

LIn general zero-mean assumption is not necessarily required. set-up for the discrete memoryless channel (DMC) without




taking into account the host realization at the encoder. In thio3, )p(z|o% )p(u|z)p(w|u, )p(y|w,z) according to the

case: source splitting modep(z, 0% ) considered in Section IV,

9 9 0 encoder desigp(u, w|z) considered by Gel'fand-Pinsker [3]
(WY, 2%) = I(W; 2%) + I(W; Y[EX) and the channel model(y|w, z).

=I(W;Y|E%) = 1255 [TW; Y% =0%)] . (10) It should be noticed that? — X — U form a Markov

chain. Thus¥% and U are independent giveX and conse-

i 2
where _(10) follows from the mdepen_den_celdwf and > . quently I(U; X% |X) = 0. Therefore, one can further develop
In this case, the codebook generation is based on the rand@@) as:

coding argument. In particular, the encoder generaté8 . ) .
i.i.d. codewords from distributiomy, (w™) = [TV, pw (w;) I(U;Y,T%) — I(U; X)

and sends to the channel the corresponding codeWotdm) =1(U;Y, Zéf) —1(U; X) _QI(U? Z%1X) (13)
to communicate the message = {1,2,---,2N%} The :I(U5Y’Z§) — (U X, ZQX)
decoder seeks a jointly typical triplétw™ (1), y"™,0%Y) € = 1(UY[EY) - I(U; X[Ex),
X
Aj(N)(m Y,%%) (A:(N)(m Y,%%) denotes a set of jointly where the I_ast equa}tion follows from (_11).
typical triplets (W, Y, ¥%)) based on the received vectgt Substituting (13) into (12), one obtains:
and available side information3” over all w™ (1n). Here, C00 — max [I(U;Y[S%) — I(U; X[5%)]
we use the definition of strong joint typicality (see Appendix X p(uswlr)
A). If no such anm exists or if there is more than one  _— E, , | max [I(U;Y\E§< =0%)
such a message, then an error is declared. The analysis X |p(uwlx)
of the probability of error, i.e., an event wheh # m, ~I(U; X|2% = 0%)]]
averaged over all codes includes several possible cases. The— [ psa (0%) | max [I(U;Y[5% = o%)
first type of errors occurs in the case when sent and received x p(u,w|z)
sequences are not strongly jointly typical and the second —I(U; X[3% = o%)]] dok. (14)

type of errors corresponds to the situation when a wron L . L
yp P |V\9nere the expectation is performed with respect to the distri-

codeword is strongly jointly typical with the received signal
gy 100ty yp g fution of host statisticgy; (0% ).

The probability of the first event tends to zero according Contrarilv. in th hen the host statisti ilabl
the asymptotic equipartition property (AEP) [20]. To constraint tr? ntrartly, dm g C?]SZV\". en ?:. 0s 56a |str|]cs at;e avai i €
the second probability of error it is possible to show that th € encoder (dashe Ine in Figure )‘. € above set-up
rate should be bounded b < T(1W;Y|S2) for sufficiently should also mcprporate this |n2format|c_)n in the deS|g_n of

large N. This concludes the analysis of the case when the h(gcgfoflnf:oder defined by(u, w|z, o) leading to the capacity

state is not available at the encoder. X2%"
In the extended set-up (Figure 6) with the host state avail-010,121 = MAX ()02 ) [I(U;Y|E§() _ I(U;X|E§()} 7
able at the encoder, one can use random binning to incorporate * > Prowin ok (15)

the host state into the codebook design. Assuming that the h@st analysis of which is out of the scope of this paper.

statisticsX:3" are available at both encoder and decoder ORfe particularities of this set-up have been considered by
has: Moulin and O’Sullivan [8]. In our formulation, this result fol-
I(U;Y, %) - I(U; X,¥%) = [(U; %) + [(U; Y|X%) - lows from the distributionp(z, 0% )p(u, w|z, % )p(y|w, z) =
HU:S%) — (U3 X|S%) = [0 Y [S%) — I(U: X[S%). plok)p(alod)p(ulz, o%)p(wlu, z,0%)p(ylw, z). It differs
(11) from the set-up defined in conjecture 1 by the design of aux-
Following the above analysis, we will extend the Gel'fandiiary random variablep(u|x, %) and watermark generation
Pinsker set-up (1) to the case when the host statistics pegtp(w|u,z,0%) that potentially might require to provide an
available at the decoder and formulate the result in a forgptimal power allocation according to the available statistics
of conjecture 1. ¥Z.
Conjecture 1: If the host realization is non-causally avail- It should be also pointed out that:
able at the encoder according to the Gel'fand-Pinsker proble ) 2y _ ) 2
for the fixed channgby |, x (y|w, x), and if the host statistics n}_(%-();—'é)zf)) _Ilé((][’]ﬁlzz)g)) — HU|X%) + H(U|X,2%)
that govern this particular host realization are known at the _ H(U|XXE2 ) — H((}|YXE2 ) X T
yHX ¢

i 2 inai i 2
flhecoder V\_/lth(Xi,_ZXi) to be _p.alr\lee i.idp(zi,0%,), then < HUIX,$%) — H(U|Y, X,%%)
e capacity of this scheme is: = I(U;Y]X,32%)
CO0 = max [I(U;Y,%2%) - I(U; X)], < I(WHY[X, 2%,
Xz = i, U3 X — [0 X)) (12) (16)
10,01 . . . where the first inequality follows from the fact that condition-
WherecX,Ei denotes the capacity with the hakt available ing reduces entropy and the last inequality is the consequence

at the encoder and the statistiE§. available at the decoder. of data processing inequality [20].

A brief sketch of the achievability part of the conjecture 1 Thus,C)lfgg is less than the capacity if both encoder and
is given in Appendix A. In our analysis we assume the joirHecoder ha’vexaccess %" and the decoder t82" i.e.:
distribution p(x, 0%, u, w,y) describing relationship between Lot X

all random variables to be(z, 0% )p(u, w|z)p(y|lw,z) = Cpa = maxp(uis) (WYX, %), 17)



and if both encoder and decoder have accesstoand¥2Y, that represents the well-known result for the capacity of SS
ie. systems.

0)1(121%( = max,(ule02) [(W;Y]X,5%), (18)  Therefore, to approach the capacity of the Gel'fand-Pinsker

problem for the Gaussian set-up at the low-WNR it is suffi-

Consider th . . for the fixed .. cient to have only one codeword in each message bin since
onsider the expectation term in (14) for the fixed statisti U: X) = 0 and2N!(UX) — 1. This means that the selection

2 2
Ty = ox under the AWGN attack that corresponds to tth the codewordWW is host-independent and the classical
Gaussian set-up investigated by Costa. In this case, the mter@gltype communications based on the random coding can
maélmlzatmn problem can be expressed as the fite o) approach capacity. However, at the high-WNR regime this
in (2) . : . . . scheme sacrifices from the considerable host interference that
Obviously, if the noise variance is perfectly known at th?egalires to increase the amount of codewords in each bin

that is an equivalent of the Wolfowitz problem (9).

encoder, the Costa set-up reaches the channel capacity ending on the host statistics (variance).

there is no real necessity to use the host statistics at t nder this assumption, equation (19) represents the rate of

dhecoder. dHowEver, Ilf th? atta:(ckln_g cf:fanml-:;l statgk;ls unknol\(/vns%tread spectrum data-hiding with side information about host
the encoder, the selection of optimalfor all possible attac stat|st|cs at the decoder.

even in the scope of the AWGN scenario is an ambiguou Conjecture 2: If the Laplacian host realization is not taken

problem. In this paper, we assume that the data-hider kno‘ﬁ?o account at the encoder and the host statistics are used at

the attack distribution but the attack variance is an unknovme decoder according to the source splitting model, then the
parameter that can vary from one application to another. In t 8h|evable rate of the scheme is:

paper, we will address the Gaussian attack that is shown to

2
the worst case attack agamst_Costa set-up W|th||j the class. qf@?:gi (0) = [ Llog, (1 + 57 +a )pz2 (6% )do%. (23)
additive noise attacks according to the information-theoretic 7%

game [9]. . -
Therefore, for the genericn and corresponding rate B. DM data-hiding: host statistics at the decoder
R(a,0%) (2), the equation (14) can be rewritten as: By analogy with the DM &' = 1), we will also recall
the Costa set-up for = 1. This corresponds to the encoder
R;?)’g; fo (a UX Px2, (Ux)dg)n (19) b b

adaptation to the asymptotic situation of very high-WNR
where the defined rate can only approach channel capacity fegime whens% — 0 anda — 1. For this conditions, the DM
the optimal selection of since R(av = apr, 0% ) = CAWGN is known to approach the capacity of the AWGN channel using
according to Costa results [4]. Finally, it should be pointedigh-dimensional lattices (we neglect here 1.53 dB shaping
out that the following inequality holds: loss due to uniform pdf of the watermark contrarily to the
10.01 Gaussian pdf for the scalar case) [21].

Ry 52 (@) < R(aopt) (20) In this case, the Costa auxiliary random varia2b1@: W+
with the equality fora = a,,;. The equality follows from aX = W + X. Thus, I(U; X) = 1log, ( —X) which
the fact that for the informed encoder, that is aware of threquires an infinite number of codewords for ‘each message
noise variancey = v andR(avp:) coincides withCAW SN pin wheno? — oco. Obviously, the design of the watermark
according to (3) that does not depend on the host variance, il&.,is host-state-dependent and the capacity achieving scheme

R(copt; 0%) = R(opt). Thus: is based on the random binning argument.
The corresponding rate (2) fer =1 is:
RO (aopr) = Rlctope) [ pis, (0% )do% = CAWEN, ponding rate (2 "
(21) R(1,0%) = Llog, (”W + oy ) (24)

In the following, we will consider some particular cases
of different o selection to link our new set-up with several Conjecture 3: If the Laplacian host realization is taken into
well-known data-hiding techniques. account at the encoder based on the random binning argument

and the host statistics are used at the decoder according to the
A. SS data-hiding: host statistics at the decoder source splitting model, then the achievable rate of the scheme

In the following, we will consider the SS data-hiding as & 10,01 0o 1 o2, 9\ o
particular case of the Costa set-up wher= 0. In this case, xz (1) = Jo 3 logs ( or T Tz )ng( (0% )do -
the auxiliary random variablé¢/ = W + aX = W is host (25)
independent (no host state is taken into account for the design
of the watermark at the encoder).

This choice of the compensation parameter corresponds tdo perform a fair comparison of the proposed approach
the asymptotic case of very low-WNR regime wheh — co. We will compare different methods under the AWGN attack.
For these specific conditions, the SS data-hiding is known figgure 7 summarizes the known results for the Costa set-up
approach the capacity of the AWGN channel. with the optimal selection of the compensation parameter in

The corresponding rate (2) far = 0 is: order to approach the capacity of the AWGN channel (3). We

present on the same plot the performance of practical discrete
R(0,0%) = 3 log, (1 Tz +J ) (22)  approximations of the Costa scheme based on the binary-SCS

VI. EXPERIMENTAL RESULTS



with correspondent optimally selected compensation parantlee host interference cancellation and system robustness under
ter and the binary DM [6] as well as the performance ddttack channel ambiguity. This selectioncofequires a limited

the SS-based methods for WIR=-6 dB and WIR=-16 dB farumber of codewords in each bin to cope with the host interfer-
Gaussian and Laplacian hosts. ence cancellation problem and an informed “adaptive” decoder
that will perform the estimation of “channels goodness” prior
T to the decoding. The design of practical data-hiding schemes
SR based on the proposed set-up is an important and challenging
S Lt bt (W1~ T problem that will be a subject of our future research.

SS Laplacian host (WIR=-16dB)

15

SCS (DC-QIM)

QM (DM) ———— Capacity AWGN

- - “R(a=0)

R(a=0.2)

Capacity/achievable rate [bit/element]

(2=0.4)

0 10 15
WNR [dB]

(
(
(a=06)
(¢
(¢

Fig. 7. Achievable rates of Costa set-up, SCS, DC-DM and SS for WIR=-6
dB and WIR=-16 dB in assumption of Gaussian and Laplacian hosts.

Capacity/achievable rate [bit/element]

-15 ~10 10 15

0
WNR [dB]

The difference in the achievable rates for the SS-based
methods between Gaussian and Laplacian hosts is not SigRig- 8. Achievable rates of Costa set-l{{a, 02 ) for Gaussian host with
icant. It manifests itself only in the high-WNR regime. Sincéifferenta and WIR=-6 dB.
the host signal is acting as the interference to the watermark,
the achievable rate is higher for the Laplacian host since its
interference influence is smaller in comparison to the Gaussian Nl
host with the same variance. ‘

To investigate the impact of the partial side information
at the decoder according to the proposed framework we
performed the analysis of the uninformed decoder in terms of
host statistics according to the Costa rate (2) for various values
of the compensation parameterand two WIRs equal to -6
dB and -16 dB shown in Figures 8 and 10, respectively. The
achievable rates of Costa set-up with partial side information
at the decodelR;O’gi (o) according to (19) for WIR=-6 dB Fig. 9. A{:Ohg)eivable rates of Costa set-up with partial side information at the

X . : . . decoderR’_5 () for WIR=-6 dB.
and WIR=-16dB are obtained by numerical integration an XE%
are presented in Figures 9 and 11, respectively. The difference

R0 (@) — R(«) is shown in Figures 12 and 13 for WIR=-6
1

dB and WIR=-16 dB, respectively. il JE=r=sewws
For a = 0 that corresponds to the SS-based data-hiding, e

R(0) approaches channel capacity at the low-WNR (Fig-

ures 8,10) for both WIRs. However, at the high-WNR regime,

the host variance has a crucial impact on the system per-

formance that is observed as a considerable rate decrease

(especially for WIR=-16 dB). Using partial side information

at the decoder, the rate.’; (0) is significantly increased at e

the high-WNR regime for both WIRs with respect to the rate

R(0). Fig. 10. Achievable rates of Costa set-Bc, 0%) for Gaussian host with
Considering another asymptotic casecof= 1, which cor- differenta and WIR=-16 dB.

responds to the DC-DM-based selection of compensation pa-

rameter and scheme adaptation to the high-WNR, we observe

that R(1) approaches the AWGN channel capacity. Contrarily, VIl. CONCLUSIONS AND FUTURE WORK

at the low-WNR regime, its performance is considerably In this paper, we considered robust data-hiding with host

degraded due to the overestimated number of codewordssifite available at the encoder and partial side information

each message bin and a corresponding high probability of ersgrthe decoder. We demonstrated that the knowledge of host

at the decoder attempting to seek a jointly typiedl(m, j) statistics at the decoder can relax the critical requirements of

and y". The proposed Set'ulﬁ’/?jg%((l) again outperforms quantization-based methods concerning attack channel statis-

R(1) in this case. tics ambiguity at the encoder. In our analysis we have con-
Assuming the targeted range of operational WNRs to Is&dered two well-known set-ups based on the SS and DC-DM

[—5; 10] dB one can select the compensation parameter in tteehniques. Traditionally, SS-based methods are considered as

range of0.2 < «a < 0.4 to resolve the trade-off betweena particular case of the Costa set-up whelis fixed and equal

Capacity/achievable rate [bit/element]

0
WNR [dB]

R(a=0,

R(a=0.4)

(
(¢
(a=06)
(¢
(¢

R(a=

Capacity/achievable rate [bit/element]

0
WNR [dB]



———— Capacity AWGN

emerging issue is a subject of our ongoing research.

Amplitude scaling, or so-called value-metric attack, or
equivalently fading is one more important problem of prac-
tical quantization-based algorithms. We believe that using the
proposed approach one can also find a solution to this problem
under proper watermark power control.

It would be also interesting to analyse the rate loss due
to the mismatch between host statistics at the encoder and
decoder, the so-called imperfect side information, that should

Capacity/achievable rate [bit/element]

Fig. 11. Achievable rates of Costa set-up with partial side information %e an important issue for practical data-hiding schemes.
the decoder?}03 (a) for WIR=-16 dB. p p g
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In this paper, the mismatch in the assumption concerningviews, is provided as is and no guarantee or warranty is given
and operational WNR is compensated by the proper modelitigt the information is fit for any particular purpose. The user
of host at the decoder that considerably increases the perthereof uses the information at its sole risk and liability.
mance of the SS-based methods at the high-WNR regime as
well as the performance of quantization-based methods at the APPENDIX A
low-WNR regime.

Following the Gel'fand-Pinsker binning strategy, we havi
investigated the proposed asymmetric set-up for various value
of a. Whena = 0, each message has only one codeword |
each bin disregarding host state. For small valuesyo&
0.4 and the side information at the decoder, one can find ) .
good trade-off between the approaching capacity at the lo e assume thak ¢ {1 2 M} g€ 41,2, T} with

NR _ 9NR'
WNR regime and compensation of host interference at tm/(l:'o;ij conz'[?(jélonZIntroduce an auxiliary random variable
high-WNR regime. y

H Wlth alphabetu via py|x(.). GenerateJ| M| codewords
(m, 7) independently at random according to the marginal
and allocate them intdM| bins with J = 2NF
dewords in each bin for every message
Encoder: Given the message to be sent and host sig-
nal 2%, the encoder seeks a codeward (m,j) such that
(U (m,),2N) € A:™N(U,X), ie., the encoder seeks a
jointly typical pair (u™(m,j),z") in the set of strongly
jointly typical sequencesA*(N)(U X). Here, we use the
definition of strongly typical se{20], p. 358A*(N)( X) with
respect topx (.) that is the set ofV-tuplesz? satisfying:

010 +

Capacity/achievable rate [bit/element]

We briefly consider here the achievability part of Conjecture
The main idea is to resolve the trade-off between the
(imber of codewords needed at the encoder at each bin of
He message to cancel host interference and the number of
uniquely distinguishable codewords at the decoder.

The future extensions include two main lines of research
New practical quantization-based methods can be deS|gned(
taking into account host statistics and the work on this cS

010 +

Capacity/achievable rate [bit/element]

WNR [dB] ’ ’ .TJN : forallae X
#(N) _ —0 i —
Fig. 13. Rate gain as the differenﬁ%l)?’g; (o) — R(«) for WIR=-16 dB. A (X) = ¢ N(a|zV) = 0, if px(a) =0, (26)
225 €
|N (a|lz™) — px(a)| <T1a
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where N(a|zV) is the number ofa occurrences in the se-1)2V% or (|M|—1)J. Therefore, the total probability of such

quencez™ ande is an arbitrary small positive constant.
Thestrongly jointly typicalsequenceér? , V) with respect
to the joint distributionpxy (.) on X x ) satisfy:

(N, yN): forallae X,be Y,
AXM(X,Y) = { N(a, bz, yN) = 0, if pxy(a,b) =0,
|%N(aab|$NayN) _pXY(ab)’ < ﬁ‘yg
(27)

whereN(a, b|z",y") is the number of the paifa, b) occur-
rences in the pair of sequences”,y”).

Therefore, the message. defines the bin and the hostT

realization selects a particular’ (m, j) from this bin. If

such a codeword:™ (m, j) is found, the encoder produce

the watermarko™ = fN(u® (m, 5), zV).

kind of error is:
P, = (2NF —1)2NF

x Pr[(UN (1, }), 4N, 02N € AAY (WU, Y,5%). (32)

According to Lemma 13.6.2 [20], p. 359, we can up-
per boundPr((UN (i, j),yV,03N) € A{™M(U,v,53)] <
2-NU(U:Y.2%)=3]  Therefore, the probabilityP., can be
bounded as:

P., < 9N[R+R']9—-N[I(U;Y,£%)-4] (33)

hus, we require that is small, N is large andR + R’ <
I(U;Y,¥%) to haveP,, — 0. Obviously, the highefM| and

SJ, the higher probability of incorrect decoding.

Encoder-decoder trade-off in selection ofJ : The selec-

We must bound the probability that there is no COdeWO%n of J should resolve the trade-off between the encoder

that is strongly jointly typical withX*V. In fact, this probability and the decoder for a

should go to zero a®& — oo ande — 0.

The probability that the given sequenaé’ has not a
jointly typical pair with an independently chosen codewor

uN(m,j), j = {1,2,---,2NE'} for a given messagen

1
7

givepM|. From one sideJ should

be sufficiently large to make the encoder failure probability
low, i.e., to guarantee the existence of one jointly typical pair
bt the encoder2—N1(UiX) 5 1 or equivalently4; log, J >
I(U; X). From the other side/ should be small enough to

NR % . . ]
is [I7_, Pr{(UN(m,j),aN) ¢ A:™ (U, x)). The average avoid the failure of the decoder, i.ek logy M|+ 4 log, J <

probability for all X coming from the distributiom y ~ (2™V)

and belonging tar™ € A;™)(X) is:

Pel - ZINEA:(N)(X) pXN($N)
NR' %
< TI_ Prl(UN(m,j),aN) ¢ XV (U, X)) (28)
= ZmNeAZ(N)(X) PxnN (xN)
2NR’
x [1= P[0 (m, ), a™) € AX W, 3)] (29)

From Lemma 13.6.2 [20], p. 359, we have:
Pr{(UN (m, j),a") € AU, X)) 2 27 NI+ (30)
where§ goes to zero as — 0 and N — oo.
Substituting this in (29) and using inequality — z)™ <
e~ ™, we have:

_QNR’Q—N[I(U;X)+5]

P, <e , (31)

which goes to 0 a®v — o if R’ > I(U; X) or equivalently

if J > 2NU(UX)+ This suggests to have a relatively largel8l

number.J.
Decoder: Given the signal on the output of the changél

and the side information%", the decoder seeks a codeword

u™ (m, j) such that(u® (m. j),y~,0%) € A:Y (U, Y, %)
in the set of all codewords < j < J,1<m < |[M]|, i.e,

among all J|M| codewords. If the decoder finds only one
unique jointly typical triple, it declares that the sent messagg)

wasm = m. Otherwise, an error is declared.

SupposeyV € Aﬁ(N)(Y) and the decoder finds ah = m
and j such that(u™ (1, j),yV,0%) € AXN(U,Y,%2).
Denote this probability asPr[(UN (i, j),y",o%)
A:™M(U,v,%2)]. Excluding the correcth = m, the total
number of codewords™ (7, j) for which 7 # m is (2NVF —

I(U;Y,¥%). If J is chosen correctlyR < I(U;Y,%%) —
I(U; X) that corresponds to equation given in Conjecture 1.
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