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1. Introduction

Main goal: study of information-theoretic limits of text document
authentication stored in both electronic and printed forms.

Main requirements:
s preservation of document layout (no bar codes);
s document storage and circulation in electronic (.doc, .tex, .pdf, .ps)
and printed forms;
S on-line authentication (no access to document database);
S b&w document reproduction using cheap ink jet/laser printers;
s document acquisition: scanner, cameras of PDAs and mobile phones;
S robustness to legitimate distortions with:
s resistance against copy attack;
s detection of document duplication.

Common solution: generation of document hash computed using a secret
key K.
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1. Introduction

Three main protocols of hash storage and system implementation:

s Hash storage in database;

Hash database

} Hashing '
)

K

S Direct storage of hash onto the documents (dense and sparse bar codes);

} Hashing [ BarCode

)

}‘ Hashing [—| BarCode
K

, &

S Hash storage in the document itself (self-embedding using data-hiding).

} Hashing | Encoder
)
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Stein’s lemma suggests the exponential decay of probabilities of errors:

Pr ~ 2_EpK D(ple'K pVON'K)l, for a fixed Py,
Py ~ y D<pv‘5N'K ple'K)l, for a fixed Py
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2. Document authentication: problem formulation

Hashing-data-hiding problem:
§ Separation approach (separate data-hiding and hashing: rate matching);
S Joint approach (extreme case — uncoded transmission).

K,
l .
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N N Channel N
M Encoder 1" Embedder Y N| N V Authentication —{(1}

Decoder M
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2. Document authentication: Data-hiding code

Data-hiding code XV
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2. Document authentication: Data-hiding code

Constraints:

|7rﬁn4|Z >, 2, d" (2% (¢n (ma™ k),a" ))pyw () < D®

kye® meM NexV
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Data-hiding capacity for a fixed channel:

1
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2. Document authentication: Hash code

Hash code : e
’ Xt ) ~:{ NR’}
XV Transform Quantization M e M 17 27 72
Tk Qk . T - robustness (invariance);
; i - security.
K ; i (invariant domain or robust features)
QK- quantization with “robust”
binary labeling.
Hashing:| ¢ : AN x A{ — M 2V codewords
R'(D4) = min I(X: %)
p):(|X<.|.>:E[d()~(,X)}<DA
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Authentication

. N

— {01}

Binary representation of
computed hash:

2 A T
m=D>b

decoded message:

~ A 1
m=D>b

Decision: | n : M X M — 10,1} | Decision is taken wrt threshold T defined by Pr.

probability of error. =) Rate matching!

Conjecture (Authentication based on hashing-data-hiding principle):

if X" is a finite alphabet stochastic process that satisfies the asymptotic
equipartition property (AEP) then there is a hashing-data-hiding code with
specified P and P,, — 0, if the rate of the hash code R’ satisfies?’' < C.
Conversely, for any stationary process, if ' > C , the P,, is bounded away
from zero, and it is not possible to authenticate X" with arbitrarily low
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3. Main practical scenarios and channel models

Electronic document authentication
Channel model: intensity conversions among electronic formats are
deterministic and well-defined that can be easily taken into account at the
encoder.

Hybrid electronic-analog document authentication

Channel model: additionally halftoning process (mapping of modulated
signals from intensity space to halftone space for printing and back for
decoding).

Two models:
S Parallel binary symmetric channel;
S Non-stationary Generalized Gaussian channel approximation.

Analog document authentication
Channel model: direct encoding using halftone modulation.
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4. Security analysis of document authentication

Lemma 1 (Equivocation for the data-hiding code)

OADH _ 2h(UN‘YN) _ 2[h<UN)—](UN;YN)]

Lemma 2 (Equivocation for the hash code)

s _ ) _ (e )a{eea)

Two possible key management protocols:

s the same keys
s different keys

]{71:]{72:]{7

ki = Ky
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4. Security analysis of document authentication

A

XV = E[xV YN, 0" ]

Produce a new hash M/’ from X' Vand &

Produce a faked copy X'N based on XN

Perform embedding of M’intoX’Nusing k
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4. Security analysis of document authentication

Attacker complexity to reveal K based on data-hiding part of code:

h(UN YN
01 = 2 ( ‘ )‘UNEZ/N

Attacker complexity to reveal K based on hash part of code:
h(fcﬂ\yN)
‘)%LEA;L

02:2

Attacker chooses strategy with lower complexity:

0 = min{Ol,Og}

Note: case of two different keys is presented in the paper.
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5. System implementation and concept validation

Authentic physical document and correct content

Note: hash is computed from overlapping blocks on different hierarchical levels.

Tazs: Fedee D

Ackia=: CU| -
arwral Dufoun]

Talsphoa: 441 [ 3
Callular: 441 [ ™)

{®] Berkut v3.05

File Edit Algorithm  Misc.  Window  Help

s(u1(ua|x| 6= 8] om| & 7|

Fax: 441 (22 mm
E-zmul: Frach ic. e

Cenior racsorchar at Scechazbie Imaps Procs o
Widan and Llueimedis Lk oragery [ OVRL) at]
Unpwzitars dinformatiqus. Tesching inzkme
ofths lsstws " Muimsda Sscwity". Dewvslog
emchnalegisz and digieal righe man sgemene (0
cnbEnE.

Functions

zurky and dgkal righiz man, I
amd procsczing Fringd d ity
razcanming chonnak Mulk)

Pt
Curmnt recaorch niwwzz ae Cip
(irys, ades, ok, in both sl
||

ard Secunty of muld

M scanned_document®.png

content.

(346,001} -> RGEB(255;255;255) HSL(D.DD;D.DD,‘i.DD) HEY{000;000;099)

Senior researcher at Stochastic Image Processing (SIP) group, Computer
Vision and Multimedia Laboratory (CVML}) at University of Geneva, Centre
Universitaire d'Informatique. Teaching instructor at University of Geneva
of the lecture "Multimedia Security”. Development of data-hiding
technologies and digital rights management (DRM) protocols for multimedia

Source scanning
Algorithm processing

Destination dizplaping

Authentication

l ! 5 @ent is Authentic | '

8]4

Geneva

Correct text

=> Document is validated

SPIE 2006, San Jose, CA, USA

16

http://sip.unige.ch




5. System implementation and concept validation

Authentic physical document but altered content
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5. System implementation and concept validation

Document copied using copy machine
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6. Conclusions

S

Information-theoretic analysis of authentication problem
based on hashing-data-hiding is presented.

Security of such scheme is estimated based on analysis of
information security leakages.

The first prototype is implemented to prove the considered
concept.

Extensions:

S

Theoretic:

s error exponent analysis;

s “uncoded” authentication;

s security analysis extension to multiple documents.
Practical: experimental validation for various
printing/scanning conditions.
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