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Abstract. In this paper we propose to consider the problem of robust
perceptual hashing of multimedia data as composite hypothesis testing.
Such a problem formulation is justified by prior ambiguity about source
statistics and channel parameters that is usually the case in multiple
practical scenarios. An asymptotically universal test approaching the
performance of the classical maximum likelihood test performed under
the exact knowledge of the mentioned statistics is proposed under the
specific constraints on the assumed source and geometric channel models.
Finally, we consider the problem of a practical hash construction under
the constraints on complexity, robustness to geometrical transformations,
universality and security. The proposed solution is based on a binary
hypothesis testing for randomly or semantically selected blocks or regions
in sequences or images.

1 Introduction

Recent advances of modern digital imaging and audio open new directions in
modern imaging science, content management and secure communications. Ev-
idently, this development is still underway and further success in the men-
tioned and possibly new directions can be easily foreseeing. Simultaneously, this
avalanche progress is inalienably followed by a risk of various malicious illegal
actions including violation of copyright, unauthorized prohibited usage, multi-
plication and distribution of digital media, high fidelity efficient counterfeiting
of digital and analog content as well as goods and products justifying an urgent
need for reliable document, product and person identification. The requirements
one needs to satisfy developing such techniques include robustness and security
in order to withstand various attacks, and at the same time preserve privacy as
well as universality to provide asymptotic independence to a complete or partial
lack of prior information defining the protocol design particularities.
Historically, a suggested solution to the above mentioned set of problems
was based on a classical cryptographic hashes. Possessing excellent security level,
authentication mechanism based on cryptographic hash functions appeared to be
still not free from some shortcomings mostly concerning its robustness to various
representations of multimedia files. For example, an image can be represented in



different formats and would be perceptually or semantically the same although
the two digital files would be entirely different leading to the entirely randomized
hashes.

In order to overcome the mentioned drawbacks and weaknesses of a classi-
cal approach, robust perceptual hashing has been recently proposed and have
constituted the core of a challenging and dynamically developing research area.

The robustness/invariance of multimedia geometric hashing as a problem
of robust pattern matching have received a lot of attention in computer vision
([2] and the reference therein), the issue of security still remains to be an open
and little-studied problem. Moreover, to our knowledge no results exist justi-
fying robustness of the hash in the setup where the malicious or unintentional
modifications of the hash as well as the statistics of the multimedia input of a
hashing function are defined retaining a certain level of ambiguity. Thus, new
information-theoretic and detection-theoretic approaches to secure hashing, as
well as carefully designed attacks, should be proposed and investigated. This
aspect will potentially have a great impact on security applications, such as
content, object, person authentication and identification, tamper evidence, syn-
chronization, forensic analysis and brand protection as well as might be of some
interest for non-secure applications such as multimedia information retrieval.

The design of efficient robust hashing techniques is a challenging problem that
simultaneously addresses a set of various conflicting requirements including;:

— robustness to distortions, i.e., the ability of hash function to produce
asymptotically the same output based on inputs that differ by legitimate
distortion level that can be a consequence of signal processing and /or desyn-
chronization transformations applied to a multimedia data;

— security, i.e., the ability of the attacker to learn the hash (index m) without
the knowledge of key k based on the observed data y”¥ and knowledge of hash
codebook construction (equivocation H(M|YY) = H(M) — I(M;Y"™)) or
about the key k based on the observed data y~ (equivocation H(K|YN) =
H(K) - I(K:YN));

— universality, i.e., optimal or asymptotically optimal hash performance in
the case of lack of prior knowledge about the statistics of input source dis-
tribution and channel that is related to the machine learning framework and
universal hypothesis testing;

Thus, a robust perceptual hash can be defined as a one-way function, which
takes multimedia objects as inputs, and generates sufficiently-short binary strings
approximately invariant under perceptual-quality-preserving modifications.

The domain of robust image hashing is an active and rapidly developing
research direction that attracts significant attention in data-hiding community.
The main focus of the conducted research falls on the experimental justification
of resistance of practical robust hashing schemes to diverse attacking strate-
gies that lead to non-significant perceptual modifications of media files. This
resilience is achieved due to the use of error correcting codes [5], quantized pseu-
dorandom robust semi-global statistics [3], or randomly quantized perceptually
invariant image feature points [4].



Despite the evident success that was achieved in development of practical ro-
bust perceptual hashing algorithms, there are still some common open problems
of state-of-the-art in robust hashing that include:

— lack of systematic information-theoretic or decision-theoretic performance
limits;

— lack of solid security understanding;

— optimal practical concerns the selection of the most representative and robust
features and construction of the corresponding classifiers (joint classifier and
feature optimization (JCFO)) that can provide the best attainable exponent;

— lack of theoretical link between random coding exponent and hypothesis
testing problem for robust hashing as a joint design of optimal source-channel
code.

Leaving the joint classification/feature extraction optimization outside of the
scope, the main goal of this paper can be formulated as follows. First, a decision-
theoretic framework for the analysis and design of perceptually robust hashing
will be introduced and theoretical limits on performance and security of these
systems will be established. Secondly, main open problems and challenges that
will guide the development of future robust hashing methods will be formulated.

This paper has the following structure. Theoretical formulation of robust
hashing as composite hypothesis testing is presented in Section 2. Performance
of robust hashing under the protocol ambiguity is considered in Section 3. Some
aspects of practical hash construction are analyzed in Section 4. Finally, Section 5
concludes this paper.

Notations We use capital letters to denote scalar random variables X, XV
to denote vector random variables, corresponding small letters 2 and zV to
denote the realizations of scalar and vector random variables, respectively. The
superscript N is used to designate length-N vectors v = [z[1],z[2], ..., 2[N]]|
with k*" element z[k]. We use X ~ px(x) or simply X ~ p(z) to indicate
that a random variable X is distributed according to px (z). p(z”; H,,) denotes
pdf/pmf of ¥ under hypothesis H,,. The mathematical expectation of a random
variable X ~ px(z) is denoted by F[X]. Calligraphic fonts X denote sets X € X
and |X| denotes the cardinality of set X.

2 Hashing as composite hypothesis testing

We propose to consider robust perceptual hashing problem as |M|-ary hypoth-
esis testing. Such a formulation can be justified by a certain level of ambiguity
concerning the distribution of discrete memoryless source (DMS) px~ (z?V) that
generates the hashing inputs and the parameters of the channel that models
the introduced distortions. In the scope of this paper it is supposed that the
sequences zV are generated from px~ (zV;s%), where s% are the parameters of
distribution defined on a discrete set S with a finite cardinality.

In order to simultaneously cope with signal processing and geometrical desyn-

chronization distortions, the channel is modeled as a cascade of a fixed memory-



less part given by the transition probability p(v|z) and an invertible global map-
ping Ty (Figure 1). In this consideration we suppose that the family {7p,6 € Oy}
satisfies the conditions of: (a) invertibility Ty : YV — V¥ for all N and for
all 8 € On; (b) restricted cardinality that at most is growing subexponen-
tially with N: limsupy_.. + In|Ox| = 0. This also oncerns the source, i.e.,
limsupy_,o % In[Sx|’ = 0.
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Fig. 1. Hashing as a multiple hypothesis testing.

According to the presented setup, one should decide based on the channel
output which out of |M| hypotheses is in force:

Hp YN ~p(y™; 8%, 0, Hy), (1)

where 1 <m < |M|,s% € S%.,0 € On.

The performance of |M|-ary hypothesis testing is measured in terms of av-
erage probability of error for a given set of source s% and channel § parameters
and a chosen decision rule :

M|
Pu(se0.0) = e 3 PrlUY) £l min foree, .6l (2)
m=1

If the statistics of source s§( and channel parameter 6 are known, the prob-
ability of error (2) can be simplified to:

|M]
P, = 1 Z Pr[yy(Y™N) # m| m in force]. (3)
|M| m=1

The test that minimizes the above error probability is the maximum likeli-
hood (ML) decision rule:

H,, = ¥yr(yY) = arg Krgqlgwp(yzv s Hyp). (4)



Hash generation procedure can be considered in the rate-distortion formula-
tion when the DMS with the pmf py~ (V) generates 2VH (X) typical sequences
that are mapped to |M| = 2V sequences as:

Yur s XN — (1,2, 2NFY (5)

i.e., assigning an index m to all sequences zV that are within some distance
measure d” (zV, 2" (m)) bounded by D to the sequence #%(m) (a region of
admissible distortions).

However, since some robustness is required to be possessed by a generated
hash, one should address a question of the maximum number of uniquely recog-
nizable sequences 2 (m) for a given D and the unknown € under the condition
that the source pmf pxn~ (z?V) is selected such to be matched with the DMC.

This number is defined by 2V Emas where:

R = mi I1(X;Y). 6
mas = N Max (X;Y) (6)

It should be noticed that there exists generally no decision rule that achieves
P., if the DMS and channel parameters are not known.

3 Universal hypothesis testing

A capability of an algorithm to act at performance level independent of available
prior information could be attractive in many practical applications including
decision making. Unfortunately, to prove universality of decision rules that in
the case of our formulation should be independent of unknown parameters s%
and 6 is not a trivial task. Instead of proving the universality of the selected
decision rule, we will rather demonstrate its asymptotic universality in the sense
that it achieves exponential decay of error probability for all values of sg( and 6:

1 Pe (S}Ip 07 1/))

lim sup max max —In

=0. 7
N—oo sx €Sy 0€ON N P, ( )

There are two ways of removing the performance dependence of the mentioned
parameters of DMS s% and channel state 6. In case, it is supposed that they
are coming from some probability densities, one can apply Bayes approach us-
ing integration of p(y"; sg(, 0, H,,) over the corresponding pmfs. However, this
approach is not free from some drawbacks: (a) the lack of knowledge of prior dis-
tributions; (b) once the realizations of parameters are drawn, they remain fixed
through the entire experiment and (c) the integrals are difficult to compute in
practice. Therefore, usually the second approach based on the generalized ML
(GML) is prefered in practice:

Ny _ N, _J
Yemr(y™) = arg max gr(ngg),( grgg}]{vp(y ;5%. 0, Hn) (8)
or R
wGML(yN) = arg max p(yN;ég(,&,Hm) (9)

1<m<|M|



where §% = arg max,s csJ p(yN;s%,0,Hy,) and § = arg maxg_o, p(yY;s%, 0, Hy)

are the ML-estimates of s% and 6, respectively.
One can find the conditions of GML universality under the assumptions about
the parameter set S 5]( and index @y considered in Section 2 according to:

Pe(s%. 9,
max max M <|en||Sx|’ (N + 1)|X|(1+2D}|)’ (10)
s% €S 0€ON P,

and thus the GML hypothesis testing rule is asymtotically universal [6, 7].

4 Practical hash construction

A practical implementation of the introduced |M]|-ary hypothesis testing is a
very complex problem that covers:

— computational complexity that should be asymmetrically low for the
authorizes users versus unauthorized ones;

— robustness to geometrical transformations. It can be attained in sev-
eral different ways:

e exhaustive search over @y is possible without loss in performance
under the specific constraints on the set @y in price of computational
complexity (10);

e selection of robust or invariant features obtained in some transform
domain or based on robust feature extraction. Such a strategy might
lead to the performance loss in the case the dimensionality reduction is
provided in an non-ivertible way due to data processing inequality.

— priors about the source statistics are very important in order to re-
duce variability of media data statistics. Fortunately, in most cases, some
parametric families such as Generalized Gaussian are used in the transform
domains such as DCT or DWT;

— security can be achieved by randomization of feature selection or key-
dependent randomized codebook construction. A possible loss in perfor-
mance accuracy should be carefully analyzed depending to the randomiza-
tion scheme.

Evidently, to find an optimal trade-off among the mentioned conflicting re-
quirements is not an easy task left outside of the scope of this paper. In order
to relax the actual problem formulation, we will propose a suboptimal low-
complexity hashing, which consists in replacement of |M|-ary composite hy-
pothesis testing by a set of binary counterparts. At first stage of the proposed
approach the entire sequence y¥ is splited into L possibly overlapping blocks as
shown in Figure 2.

Then, the binary test ¥ is applied to each block £ with 1 < £ < L of a fixed
length P (or to its transformed version/extracted features) to form the resulting
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Fig. 2. Binary hypothesis based hash construction.

{0,1}£-hash as a concatenation of the L-binary decisions. The test 15 is defined
as:
P P..J
_ : 11
¥p(y; ) = arg max, Jpex, max Pz 5 sx,0, Hm), (11)

where 1 < ¢ < L. Further simplification might come from the fact that under
the assumptions adopted in this paper the DMS statistics and the parameters
of a global geometrical transformation remain the same in all L blocks and can
be estimated only in one block.

The minimum average error probability for each block for the case of known
source and channel parameters is bounded as:

PB < P(Hy)'"*P(Hy) e Pe e s H) (" iH2)) vy < 5 < 1, (12)

where P(H;) and P(Hj) are prior probabilities of hypothesis H; and Hy and
Dy(p(y¥; Hy),p(y"; Hz)) is the Chernoff distance defined as:

Dy(p(y”; Hy),p(y"; Ha)) =

P. s
= —In [y, p(y"s Hy) (B0 ) ay”. (13)

The total probability of error is the union of probabilities for each block. How-
ever, since average probabilities of errors are exponentially small, it is possible to
demonstrate that the overall probability of error will be defined by the probabil-
ity of error of a block that is characterized by the smallest Chernoff distance [1]
among the all pairs.

A practical implementation of considered binary version of M-ary hypothesis
test includes the following steps:

1. Transform is required to provide robustness to geometrical distortions and
asymptotically guarantee independent and identically distributed output.
The randomized data sampling is considered as potential part of this stage.

2. The estimates of true moments based on the available feature pdf, character-
istic functions or moment generation functions are obtained on the Feature
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Fig. 3. Practical hashing with randomized region partition.

statistics computation step:

+oo
By (1) = / py (y)ei*vdy, (14)
as:
) 1~ oo .
Mo = p;yé[l] y My o= /_oo Dy o (t)t"dt, (15)
1 <& +oo
o= 5 Y lwlil", M= [ avaae (16)
i=1 —o0

for n > 1. Depending on a particular application, in order to achieve the op-
timal performance in terms of PP (12), the selection of low-dimensional fea-
tures should be performed trying to maximize the Chernoff distance D,(.,.).

3. Decision making stage consists in deciding {0, 1} between the alternative
hypotheses H; and Ho.

Example. Application of the introduced binary hypothesis testing frame-
work for robust hashing of text documents is presented in Figure 3. First, the
text image area R is partitioned in a randomized way onto L blocks. Then the
first empirical moment 1 ; is computed to be used for deciding {0, 1}. A possible
modification of the applied transformation nay include semantic segmentation
in order to simulate the use of object character recognition (OCR). Another ex-
tension consists in application of the presented strategy to more complex media
data like grayscale images and audio signals that also includes the estimation of
parameter 6 in the scope of GML strategy to recover from potential geometrical
distortions.

5 Conclusion

In this paper, we considered the problem of decision-theoretic analysis of robust
perceptual hashing. The main obtained results can be summarized as follows.
First, we propose a composite hypothesis testing formulation of the problem of
hashing under source and channel ambiguity. Second, in order to link the consid-
ered theory with practice in a way that a number of conflicting requirements to
complexity, robustness, lack of priors and security will be satisfied, we analyzed
a practical hash construction that replaces an M-ary formulation by a set of
binary hypothesis tests and presented the details of its implemetation for robust
hashing of text documents.
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