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Abstract. In this paper we advocate a new approach to item identiﬁcation based on physical unclonable features. Being unique characteristics
of an item, these features represent a kind of unstructured random codebook that links the identiﬁcation problem to digital communications via
composite hypothesis testing. Besides this, complexity, memory storage
and universality constraints should be taken into account for databases
with several hundred millions entries. Therefore, we attempt to ﬁnd a
trade-oﬀ between performance, security, memory storage and universality constraints. A practical suboptimal method is considered based on
our reference list decoding (RLD) framework. Similar setup is extended
to the authentication problem.
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Introduction

Historically protection of items (or physical objects) is based on the technologies,
which use some features being diﬃcult to duplicate, copy or clone. Authentication is considered as the process of veriﬁcation of added speciﬁc overt, covert or
forensic features to the item that allow to verify the item as genuine. Examples
of these protection technologies include special magnetic taggants [9], invisible
inks, crystals or powders with infrared (IR) or ultraviolet (UV) properties [11],
optically variable materials, holograms and physical paper watermarks [2], etc.
The veriﬁcation of item authenticity is based either on the direct visual inspection of the added feature presence or special devices (detectors) that usually have
proprietary character and are not assumed to be used in public domain by the
fear of disclosing the proprietary technology secrets behind the used technology
and physical phenomena.
The identiﬁcation of items refers to the assignment of a special index to every
item that can be used for its tracking and tracing. The assigned index is encoded
and stored on the item in a printed form of a visible barcode [8] or invisible digital
watermark [4] or overprinted sparse set of dots (usually yellow) [13] or specially
designed storage device such as magnetic stripe, electronic smart cards or RFID
[14]. Obviously, the information stored in such a way can be read and copied by
any party even if the data are encrypted.


The contact author is S. Voloshynovskiy (email: svolos@cui.unige.ch).

2

The security drawbacks of these approaches in authentication and identiﬁcation applications are well known. Besides that the above techniques are mostly
proprietary and kept secret by the security printing houses for years, they are
still the most widely used. Contrarily, even the usage of the most advanced
cryptographic techniques in the above identiﬁcation protocol does not help a lot
since the data are easily copied without the need to be decrypted. Additionally,
new storage devices (electronic chips, RFIDs) are still quite expensive for large
scale applications. Sometimes, there is also no possibility to embed such a device
into the item structure or their presence is not acceptable due to various legal,
commercial, marketing, ecological and technical reasons.
Moreover, another security drawback of both technologies is their adhesiveness. The protection mechanisms considered above are added to the item as independent objects or features, sometimes changing the properties, look, design
and value of an item. This has very serious complications that were not considered in early protection systems. First, the added feature has nothing to do with
the actual item and its unique features and physical properties. Secondly, all
these protection features can be relatively easily reproduced by modern means.
It is well known for years that all objects and humans are unique due to the
possession of special features that are diﬃcult to clone or copy. These unclonable
features are random microstructures for the physical object surfaces and biometrics (ﬁngerprint, iris, etc.) for the humans. The unclonable features are formed
by nature and naturally integrated into the items. Having a lot of advantages
and being non-adhesive in the considered sense, nevertheless the unclonable features only recently become a subject of intensive theoretical investigation mostly
thanks to the progress achieved in the design of cheap high resolution imaging
devices. This mostly concerns biometrics while the usage of microstructures is
still an open practical and challenging theoretical problem. In this paper, we
will thus concentrate on the theoretical analysis and practical implementation
of identiﬁcation/authentication techniques based on random microstructures.
For the sake of generality, we will deﬁne physical unclonable features (a.k.a.
ﬁngerprinting in some contexts) as unique features carried out by the objects,
products, or documents. The main properties of such features are: (a) they can
be extracted and evaluated in a simple way, but (b) they are hard to characterize and (c) in practice cannot be copied (cloned). The unclonable features
are based on the randomness created by nature that is present in practically
all physical structured observed under the coherent or noncoherent excitation
(light) in transparent or reﬂective modes. Sometimes, this randomness can be
hand-made. The examples of unclonable features include the microstructures
of paper, metal, plastic, ﬁbers, speckle, etc. Therefore, the main application of
unclonable features is anti-counterfeiting for identiﬁcation purposes.
Although the robustness/invariance aspects of identiﬁcation problem have
received a lot of attention especially in computer vision, the issue of security still
remains an open problem. New information-theoretic and detection-theoretic
approaches to secure identiﬁcation, as well as carefully designed attacks, should
be proposed and investigated.
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The design of eﬃcient identiﬁcation techniques is a challenging problem that
should address the compromise among various conﬂicting requirements covering:
– performance, i.e., the ability of identiﬁcation function to produce reliable
results under the legitimate distortions applied to the data;
– security, i.e., the inability of attacker to reproduce the physical unclonable
feature or to trick the identiﬁcation using the leaked information about the
protocol; this also includes the one-way identiﬁcation property similar to
hashing functionsand collision-free property;
– complexity, i.e., the ability to perform the identiﬁcation with the lowest computational eﬀort without the considerable loss in identiﬁcation accuracy;
– memory storage, i.e., the memory needed to store the codebook or features
used for the identiﬁcation;
– universality, i.e., the aspects of optimal identiﬁcation under the lack of statistics about input source distribution and channel distortions that are related
to the machine learning framework and universal hypothesis testing.
The above requirements are quite close to a robust perceptual hash function
[6, 18, 23]. However, in the scope of this paper we will advocate a diﬀerent approach that is based on the secure low-complexity multiple hypothesis testing
in the secret domain deﬁned by the key. This approach is also eﬃcient in terms
of memory storage requirements and is universal in terms of priors about the
source distribution. That is why the goal of this paper is to introduce a decisiontheoretic framework for the analysis and construction of unclonable identiﬁcation
that ﬁts the above requirements.
This paper is organized as follows. In Section 2, we consider the existence
of good identiﬁcation codes in sense of achievable error exponent. The theoretical formulation of identiﬁcation problem under certain ambiguity conditions is
considered in Section 3.In Section 4, we consider a suboptimal algorithm, which
trades performance for computational complexity. Finally Section 5 presents the
results of experimental validation and Section 7 concludes the paper.
Notations We use capital letters to denote scalar random variables X, X N
to denote vector random variables, corresponding small letters x and xN to
denote the realizations of scalar and vector random variables, respectively. The
superscript N is used to designate length-N vectors xN = [x[1], x[2], ..., x[N ]]
with k th element x[k]. The ith sequence is denoted as xN
i . We use X ∼ pX (x) or
simply X ∼ p(x) to indicate that a random variable X is distributed according
to pX (x). p(xN |Hm ) denotes pdf/pmf of xN under hypothesis Hm . Calligraphic
fonts X denote sets X ∈ X and |X | denotes the cardinality of set X .
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Unclonable identification as multiple hypothesis testing

The task of unclonable identiﬁcation system is to infer the identity of the object
based on its random physical features or ﬁngerprint Y N . The object ﬁngerprint
has to be matched against a possibly large number of ﬁngerprints that are stored
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in the database (codebook) in order to assess ‘the best match’. The index of the
ﬁngerprint m in the codebook is considered as an object ID or index.
The identiﬁcation problem can be considered in the scope of pattern recognition [5] and digital communications [7]. Within the former theory typical approaches include the pattern classiﬁcation based on the extraction of the unique
features, their statistical characterization and classiﬁer design with possible
training. The performance analysis is generally based on experimental validation. The bounds on the system performance are deduced using Chernoﬀ error
analysis and large deviations.
Although, the problem resembles the evident similarity with the communication problem, at the same time it posses a number of signiﬁcant diﬀerences. It
concerns the encoding/decoding complexity as well as memory storage eﬃciency
of modern capacity achieving coding strategies and error corrections codes based
on structured codebooks. The considered identiﬁcation problem is essentially
based on random codewords, which is the key security element of such systems.
However, simultaneously it complicates the design of eﬃcient search/decoding
and storage strategies. Taking into account the cardinality of codebook to be
order of several millions, this can be a serious restriction for the on-line applications. Additionally, the distribution of the codewords in the codebook is ﬁxed
and determined by the nature and can not be chosen to achieve the capacity
of the equivalent communication channel. Moreover, the communication problem assumes the presence of one of the codebook messages as the result of the
decoding while the identiﬁcation assumes the presence of a so-called zero-class,
which is assigned if the observed codeword does not correspond to any of the
messages.
Additionally, the identiﬁcation is performed under geometrical desynchronization, which occurs during data acquisition. Finally, the aggressive behavior
of the counterfeiter is not only reduced to the introduction of various distortions
but it might target more severe attacks similar to the cryptographic ones.
An interesting extension of authentication protocol based on helper data was
also presented in [?].
Thus, the identiﬁcation problem can be considered as a stand-alone problem
combining elements of pattern recognition, digital communications and cryptography. In this paper, we will consider the above problems in the scope of M-ary
hypothesis testing known to be the theoretical basis for statistical classiﬁcation,
pattern recognition, machine learning and digital communications that also provides a nice link with the information theory [3, 7] and cryptography [17].
We will estimate the performance of hypothesis testing according to the average probability of error:

Pe = Ep(yN ) 1 −

max

1≤m≤|M|



p(Hm |y ) = Ep(yN )
N

min

1≤m≤|M|


p(Hm |y ) ,
N

(1)

where y N is a vector of measured data and p(Hm |y N ) denotes a posteriori probability of hypothesis Hm .
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The test that minimizes the above error probability is the maximum a posteriori probability (MAP) decision rule:
m̂ = ψMAP (y N ) = arg

max

1≤m≤|M|

p(Hm |y N ) = arg

max

1≤m≤|M|

p(y N |Hm )P (Hm ),

(2)
where p(y N |Hm ) is a likelihood term and P (Hm ) denotes a prior probability of
each hypothesis.
In the case of known pmfs, the probability Pe is deﬁned by the maximum
pairwise probability of error Pei,j between two hypothesis [15]:
Pe ≤

|M|(|M| − 1)
max Pei,j ,
i=j
2

(3)

where Pei,j depends on the minimum distance between two hypothesis:
lim ln(max Pei,j ) = min Ds (p(Hi |y N ), p(Hj |y N )),

N →∞

i=j

i=j

where Ds (pi , pj ) is the Chernoﬀ distance deﬁned as:

s

p(Hj |y N )
Ds (p(Hi |y N ), p(Hj |y N )) = max − ln
p(Hi |y N )
dy N .
0≤s≤1
p(Hi |y N )
Y

3

(4)

(5)

Identification as composite multiple hypothesis testing

In the scope of this paper, the composite character of identiﬁcation problem
comes from a fact that the distribution of discrete memoryless source (DMS)
pX N (xN ) is not fully known. We will assume that the source generates the sequences xN from the pmf pX N (xN |sJX ), where sJX are the parameters of distribuJ
that is assumed to be discrete with the ﬁnite cardinality.
tion given on a set SX
The channel is modeled as a cascade of a ﬁxed discrete memoryless channel
(DMC) given by the transition probability p(v|x) and an invertible global mapping Tθ , which models a geometric transformation. We assume that the family
{Tθ , θ ∈ ΘN } satisﬁes: (a) mapping invertibility Tθ : Y N → V N for all N and
for all θ ∈ ΘN ; (b) restricted cardinality that at most is subexponential with N ,
i.e., lim supN →∞ N1 ln |ΘN | = 0. This generic model was considered in details in
[24] and here we will restrict our analysis to the case of DMC only (Figure 1).
We will estimate the performance of hypothesis testing according to the average probability of error (1) for a given set of source sJX parameters in |M|-ary
composite hypothesis testing and a chosen decision rule ψ:


J
N J
Pe (sX , ψ) = Ep(yN )
(6)
min p(Hm |y , sX ) .
1≤m≤|M|

If the statistics of the source sJX are known, the test that minimizes the above
error probability is the MAP decision rule (2) or the maximum likelihood (ML)
1
:
decision rule, if all hypothesis are equiprobable, i.e., p(Hm ) = |M|
m̂ = ψML (y N ) = arg

max

1≤m≤|M|

p(y N |sJX , Hm ).

(7)
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Fig. 1. Identiﬁcation as multiple hypothesis testing.

It should be noticed that there exists generally no decision rule that achieves
Pe , if the DMS parameters are not known. In practice, one attempts to construct
universal decision rules that are independent of unknown parameters sJX . However, in general the performance will depend on them. Thus, in the scope of this
paper we suppose that a universal test is eﬃcient, if it achieves asymptotically
close performance to the test with known statistics for all values of sJX :


lim sup max Pr[Pe (sJX , ψ) − Pe  ≤ ξ] = 1,
J
N →∞ sJ
X ∈SX

(8)

where ξ → 0 as N → ∞. It should be pointed out, that there are other deﬁnitions
of the eﬃcient tests based on minimax rules.
In fact, considering the parameters of DMS sJX as random with some pmfs,
one can apply Bayes approach using integration of p(y N |sJX , Hm ) over the corresponding pmfs. However, this approach has some drawbacks related to: (a)
the lack of knowledge of prior distributions; (b) once the realizations of parameters are drawn, they remain ﬁxed through the experiment and (c) the integrals
are diﬃcult to compute in practice. Therefore, more often universal hypothesis
testing based on generalized ML (GML) is used:
ψGML (y N ) = arg

max

1≤m≤|M|

p(y N |ŝJX , Hm )

N J
J p(y
where ŝJX = arg maxsJX ∈SX
|sX , Hm ) is the ML-estimate of sJX .
It is possible to show that the bound on diﬀerence in (8) is [22]:
√
2 ln 2 
J
D(p(y N |Hm , sJX )||p(y N |Hm , ŝJX ),
Pe (sX , ψ) − Pe ≤
|M|

(9)

(10)

m∈M

where D(.||.) is the Kullback-Leibler distance (KLD). In the asymptotic case of
large N , the ML estimate ŝJX yields the true parameters sJX thus approaching
the exact match of p(y N |Hm , ŝJX ) and p(y N |Hm , sJX ).

4

Practical identification

The considered |M|-ary hypothesis testing is a problem that covers various aspects of the unclonable identiﬁcation considered in Section 2. To ﬁt the require-
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ments of security and nondisclosure of the database, complexity of |M|-ary hypothesis testing and memory storage requirements, we propose a practical identiﬁcation technique shown in Figure 2. The main idea consists in the transforming
the original codeword xN (m) into some secure domain of reduced dimensionality
x̃L (m) using key-deﬁned transform Φ. The obtained data are indexed in some
hash table that can be public. At the identiﬁcation stage, the observed data y N
is transformed into ỹ N that is used for the matching with the data stored in the
hash table. The result of the match is declared as the index m̂.
Enrollment

Channel

DMC

Identification
Y

N

Φ
Y L
K

X N (m )

Φ

X L

Indexing

Public

Decoder

m̂

Hash Table

K

Fig. 2. Identiﬁcation setup.

There are many possible selections of the key-deﬁned transform Φ that include but not limited by random projections and reference coordinate system. All
these transforms can be considered as particular instances of generalized polynomial transform where random projections corresponds to the linear and reference
coordinate system to the quadratic transforms (as one of possible distance measures). In the case of random projections, the basis vectors of Φ are generated
from some distribution preferably satisfying orthoprojection condition. However,
general non-invertibility of the random projections transform unavoidably leads
to the reduction of intercodewords distances and as the result of data processing
inequality to the loss in performance.
For this reason we focus on the reference coordinate system transform. The
main its idea is to perform the identiﬁcation in the domain of pre-estimated
candidates obtained by considering the observed codeword with respect to the
reference coordinate system. This coordinate system is chosen according to the
key-dependent selection of several reference codewords from the codebook considered to be the transform Φ. To cope with universality condition with respect
to the knowledge of prior pdfs and channel state, we will apply the above considered GML framework.
We will ﬁrst provide the practical consideration of the GML framework:
– the database of all samples to be identiﬁed or the codebook is known from
the enrollment stage. Therefore, one can deduce the accurate estimation of
source statistics ŝJX using the ML estimate (9);
– given the source statistics and assumed DMC, (9) can be rewritten as:
ψGML (y N ) = arg

min

1≤m≤|M|

− ln p(y N |ŝJX , Hm ) = arg

min

1≤m≤|M|

dN (y N , xN
m ),
(11)
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assuming a family of the exponential distributions p(y N |sJX , Hm ) =
−

dN (yN ,xN
m)
Z2 (sJ ,sJ )
X Z

1
J
Z1 (sJ
X ,sZ )

e
, where the constants Z1 and Z2 include both the DMS sJX and
J
DMC sZ statistics.
– to compute |M| = 2N R distances dN (y N , xN
m ), R is the rate of equivalent
communication system, one needs to accomplish O(|M|) vector computations that is prohibitively high for practical systems. Moreover, the codebook
should be stored in the memory that might not ﬁt to the memory storage
conditions. Additionally, it needs to be stored on the server or shared that
contradicts to the security requirements considered in Section 1.
The theoretical analysis of identiﬁcation system performance (Appendix A)
demonstrates the fundamental ability of the RLD to provide similar performance
to direct complete search decoding. Here, we consider the practical aspects of
RLD. According to the list decoding framework, one needs to identify the list of
candidates and perform the decoding in this list. There are many possible algorithms capable of solving this problem. However, one needs to keep in mind the
security issue according to which the entire codebook should not be disclosed at
the identiﬁcation stage. For this reason we have chosen a practical solution that
is based on RLD. The main idea behind the RLD consists in the decoding based
not on the original codewords but on the relative distances that can be considered as a sort of robust perceptual hash. In this case, it is not possible to recover
the original codeword based on the relative distance to the key-deﬁned reference
codewords. This method consists of two main stages as discussed above, i.e.,
pre-processing of the codebook by computing the reference distances between
all the codewords from the codebook and the reference codewords and identiﬁcation itself that should ﬁnd the best match between the distances computed
for the observed codeword and those obtained for the list of candidates.
The pre-processing stage for a given codebook is summarized as follows:
1. Generate L codewords based on the secret key K (considered to be a seed for
the random generator or random pointer to existing sequences) and denote
them as {rN } for 1 ≤  ≤ L.
N
2. For all m ∈ M compute d,m = dN (rN , xN
m ), where d (., .) denotes the
distance between two sequences, and store these quantities in the reference
distance table. This table is composed of a set of scalars and represents a sort
of navigation map that can be eﬃciently stored and securely distributed.
The identiﬁcation stage does not need the disclosure of the entire codebook
but only assumes the availability of the reference codewords and the distances
to them computed at the pre-processing stage. For the Gaussian set-up with the
2
, assuming N → ∞, one can represent the identiﬁcazero mean and variance σX
tion procedure as the decoding on a sphere. Under such conditions, all codewords
2 that is schematwill be distributed on the surface of the sphere of radius N σX
ically shown in Figure 3. The identiﬁcation procedure can be summarized as:
1. Reference list estimation:
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– For a given sequence y N , compute the distances to the reference code2
words d,y = dN (rN , y N ) = ||rN − y N 2 for 1 ≤  ≤ L and . is the
2 -norm and denote it as a vector distance dY = [d1,y , d2,y , · · · , dL,y ]
that also corresponds to the vector ỹ L in Figure 2.
– Assuming the worst case channel state deduced √
for the allowable dis2
tortions (bounded variance σZ
), we deﬁne δ = 4 σ 2 , where σ 2 is the
2
variance of the diﬀerence t,m = (d,y − d,m ) with T,m ∼ N (N σZ
,
2
N 2
2
+ N σZ )) for the correct m and for suﬃcient large N , to
2σZ (2 x
guarantee the convergence of χ2 -distribution to the Gaussian one. Find
in the reference distance table those m satisfying |d,y − d,m | ≤ δ and
denote them as a set C. It should be also noticed that this pre-selection
can be eﬃciently organized based on the quantized distance table. For
every candidate index m ∈ C deﬁne the corresponding distance vector
as dm = [d1,m , d2,m , · · · , dL,m ] that corresponds to the vector x̃L in Figure 2. We will denote by Tm the corresponding vector t,m for 1 ≤  ≤ L.
2. Identiﬁcation in the candidate list: Find the codeword indexes that are
in majority in the set C or simply ﬁnd such an index that satisﬁes:
m̂RLD = arg min V ar[Tm ],
m∈C

(12)

where V ar[Tm ] = E[TTm Tm ] − E[Tm ]2 .
The above decoding procedure is suboptimal in two aspects. To reduce the complexity of search we have assumed that the identiﬁcation is based on the preestimated list of candidates that potentially reduces the performance with respect to (16). Relaxing complexity issue to the search in the entire codebook and
letting Pr [E1m ] = 0, one needs to perform |M| checks over L-length distances
versus N -length distance comparison in the classical communication setup. Thus,
an additional loss in performance is caused by the drop in mutual information
in (17) due to the data processing inequality [3]. The reduction in performance
is a price for the security and storage advantages in the described sense versus
the complete codebook need at the identiﬁcation stage.
For the benchmarking purposes we will also consider the performance of
minimum reference distance (MRD) decoder:
m̂MRD = arg min V ar[Tm ],
m∈M

(13)

for which P r [E m ] = 0 and the the decoding is performed in the entire codebook
of |M| reference distances {dm }.

5

Computer modeling

To conﬁrm the theoretical ﬁndings we have performed the computer simulation
2
2
on the Gaussian data X ∼ N (0, σX
IN ), with variance σX
. The investigation was
10
12
performed for codebook cardinalities of size 2 , 2 and 213 codewords each of
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Fig. 3. RLD for the Gaussian case, N → ∞: all codewords are located on the sphere
1

2 2
surface while the codeword y N is on the surface of noisy sphere with the radius (N σZ
)
N
with the center at xm that also represents the optimal decoding region for the MAPrule. The candidate codewords are in the region DC shown in bold boundaries.

length N = 1024. All codewords in three codebooks have been randomly indexed.
2
Then the additive white Gaussian noise Z ∼ N (0, σZ
IN ) was added to each
codeword to obtain the resulting signal-to-noise ratio (SNR) SN R = 10 log10

2
σX
2
σZ

equals -5dB, 5dB and 15dB to generate the system input vectors y N .
The goal of the simulation was to evaluate the performance of diﬀerent decoding strategies in terms of the average probability of error:
Pe =

|M|
1 
Pr[m̂ = m|M = m],
|M| m=1

(14)

and to compare the corresponding computational complexity measured in
terms of the amount of decoder work deﬁned as:
W=

|C|
100[%].
|M|

(15)

Since minimum distance decoding (MDD) produces zero probability for all
considered SNRs and codebook sizes with O(|M|) checks, we do not plot it and
use it as the bound for our performance evaluation. It should be also pointed
out that the entire codebook of all codewords is assumed to be available for
the identiﬁcation that does not cope with the security and memory storage
requirements.
To satisfy these requirements and to obtain the lower empirical bound on the
performance in the assumption of O(|M|) checks, i.e., the decoding in the secure
domain deﬁned by the reference codewords relaxing the constraint on the complexity, we implemented the MRD decoder (13) and performed the simulation for
various number of reference codewords L. The same simulation was performed
for the RLD method and the results are presented in Figure 4 for codebook of
size 213 for the sake of paper size. It is important to note that the results for
the probability of error for the MRD and RLD practically coincide that conﬁrms
the above conclusion that the probability of miss of the correct codeword in the
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list of the candidates is negligibly small and two methods demonstrate the same
performance. The probability of error for both RMD and RLD has increased
in comparison to the decoding in the real domain (MDD). That is a price for
the reduction of the length of the codewords and distances between them in the
reference distance space. If the number of reference codewords L increases, the
probability of error decreases exponentially. It is interesting to observe that for
SNR of 5 dB and 15dB, already 51 and 11 reference codewords, respectively, are
suﬃcient to obtain zero probability of error for all considered cardinalities. For
low SNR, more than 200 reference codewords have been needed to Pe = 0. This
also indicates that the RLD is capable to reach the performance of the MDD
with especially smaller length of resulting vectors (in terms of distances) that is
equal to L but without disclosure of the original codebook. Obviously, with the
asymptotic increase of SNR, one would expect to receive a single codeword in
the list of candidates and the RLD would be equivalent to the real value hashing.
The proposed RLD technique has also demonstrated the interesting performance in terms of the amount of work. As it was expected according to the
theoretical consideration, the list of candidates is increasing with decrease of
SNR due to the higher radius of ambiguity sphere. For example, for the negative
SNR, all codewords are in the sphere of ambiguity that requires to consider all
possible codewords in the list of candidates as it is demonstrated in Figure 4.
For the positive SNR, smaller L is required to restrict the number of candidates.
Finally, the amount of work deceases exponentially with L. The exponential decrease rate is also increasing with SNR. In particular, the considered zero-error
probability for SNR=15dB requires 21 reference codewords that represent about
0.1-0.01% of the considered codebook size. The asymptotic increase of SNR will
lead to a single candidate that corresponds to the classical hash. The increase
of the number of candidates reﬂects the measure of robustness of the proposed
identiﬁcation. Finally, to compute the total amount of work, one needs to add
the work for the calculation of L reference distances for the length-N vectors
and the above work to ﬁnd a right codeowrd in the list of candidates for the
length-L vectors.

6

Authentication

In this section, we extend the considered framework to the authentication. The
main challenge of this problem is to provide reliable authentication based on
noisy observation that is diﬀerent from those acquired at the enrollment stage
and used for the extraction of authentication data. Obviously, the traditional
cryptography-based authentication will produce a negative result even if a single bit is altered that is not suitable for this protocol. Additionally, the security
leakages about the authentication protocol might cause an appearance of a number of attacks targeting to trick the authentication.
To resolve these robustness-security requirements, we propose to use a similar
hypothesis testing framework for the evaluation of item authenticity considered
for the identiﬁcation. To enforce the security of the considered setup, we will also
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Fig. 4. Probability of error and amount of work for MRD and RLD strategies (left)
and amount of work (right) for |M| = 213 .

use a projection of xN into a secure key-deﬁned domain. For this purpose, we will
use a transform Φ that besides the security insures the dimensionality reduction,
complexity as well as memory storage. Additionally, the transform can be chosen
in such a way to guarantee a certain robustness to the legitimate distortions. In
our analysis, we will assume reference coordinate system transform.
The general block-diagram of the considered authentication is shown in Figure 5. In the scope of this framework, the helper data index m and the secret s
are deduced at the enrollment stage based on the projected reference data x̂L .
We assume here that the lossless distributed coding is used based on SlepianSW
≥ H(X̃|Ỹ ).
Wolf framework [21]. The rate for index m communications is R̃X
Similar in spirit approaches were ﬁrstly introduced by Maurer [16] and Ahlswede
and Csiszar [1], where the index m was considered as a helper data for the common randomness extraction. 1 The index w is encrypted or hashed with the
authentication key s that can be diﬀerent even for the same xN . The index m
and the encrypted data w ⊕s are communicated to the decoder possibly via public channel. The channel for xN includes both the attacker, who can replace the
sequence xN by xN or use index m for xN , and the acquisition DMC channel
pY |X (y|x). At the authentication stage, one should make a decision about the
item authenticity based on the observed vector y N and the authentication data.
For this purpose, the decoder retrieves the index ŵ based on m and y N . The
estimate ŵ is used for the decryption of s. The binary test produces the ﬁnal
decision by generating the hypothesis H0 , i.e., fake, or H1 , i.e., genuine.

7

Conclusion

In this paper, we proposed a suboptimal identiﬁcation technique for the unclonable item features that trade-oﬀs security-performance-memory storage-universality requirements. The proposed technique is based on the identiﬁcation in some
1

A lossy coding can be used as well. In this case, m can be considered as a hash
obtained with the corresponding randomized codebook generation.
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Ŝ

⊕

S

Test

H0
H1

Fig. 5. Authentication setup.

secure domain deﬁned by the list of key-dependent reference codewords. The
sub-optimality of the scheme concerns the achievable performance in terms of
average error probability that is higher in comparison to the direct decoding.
Thus, in future we will investigate the optimal selection of the number of codewords as the function of the SNR and optimize the construction of reference
system of codewords to minimize the error probability and number of reference
codewords. We will also investigate the security of the system as a function of
number of reference codewords and the corresponding attacks.
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Appendix A: Theoretical analysis of performance
First, we will perform the theoretical analysis of identiﬁcation assuming the possibility to perform O(|M|) vector computations and disregarding the constraint
on the memory storage and security due to the codebook disclosure. In this case,
the identiﬁcation system is equivalent to the communications one, where the decision about m should be deduced based on y N applying any type of decoding
that ﬁts the considered MAP-rule including the ML- or jointly typical decoding
[3]. By the symmetry of the codebook construction, the average probability of
error does not depend on the particular index m. Thus we can assume M = 1
and denote the average probability of error as Pe (M = 1). We will denote the

N
to be Ei = (XiN , Y N ) ∈ AN
event of observing jointly typical pair xN
 ,
i ,y
for i ∈ {1, 2, · · · , 2N R }, with AN
 to the a set of jointly typical pairs with → 0
as N → ∞ [3]. Then, the average probability of error is equal to the case during the decoding when the true codeword and the observed codeword are not
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jointly typical or E2 · · · E2N R occurs, i.e., when a wrong codeword from the
codebook is jointly typical with the observed sequence.
NR
2

 


c
c
Pe (M = 1) = Pr E1
Pr [Ei ] ,
E2
· · · E2N R ≤ Pr [E1 ] +

(16)

i=2

where the inequality follows from the union bound for probabilities. Using asymptotic equipartition property (AEP), one obtains [3]:
Pe (M = 1) ≤ + (2N R − 1)2−N I(X;Y )−3 ,

(17)

that is asymptotically small for suﬃciently large N and R < I(X; Y ) − 3 or
|M| < 2N I(X;Y )−3 .
At the second stage, we will try to trade-oﬀ the above requirements of
complexity-memory storage-security by making the problem asymmetric in sense
of re-allocation of computation at the pre-processing stage and identiﬁcation. It
should be pointed out that the pre-precessing stage should be done once for a
given codebook. In the case of a new entry to the codebook, the pre-computation
is introduced for new codewords and the results are updated accordingly without
the need to perform the re-computation for the entire codebook.
The main idea consists in deﬁning a computationally feasible set Cm of possible candidates (reference list) for the index m and then to perform the decoding
only in this set. Obviously, this procedure is suboptimal in sense of achievable
provability of error but might lead to the solution to the above trade-oﬀ. First,
we will consider the performance of this scheme in terms of achievable average
probability of error assuming the availability of the codebook and relaxing security constraint and then will advocate a practical algorithms in the scope of
this framework where the entire codebook is not needed for the identiﬁcation.
The probability of error of list decoding algorithm consists of two parts, i.e.,
the probability of error of missing the right index (M = 1) in the preselected set
of indexes C1 denoted as Pr[E1m ] and probability of decoding error among the
list of candidates in the set C1 of cardinality |C1 |. Using AEP, the probability of
error of list decoding algorithm can be bounded as:


(18)
Pe (M = 1) ≤ Pr [E1m ] + (1 − Pr [E1m ]) + (|C1 | − 1)2N I(X;Y )−3 ,
where the second term corresponds to the decoding error in the set C1 . The
fact of missing the right codeword at the reference list has a crucial impact
on the performance of the whole decoding procedure. If Pr [E1m ] → 1, then
Pe (M = 1) ≤ 1 and no reliable decoding is possible. Contrarily, to guarantee
that the right codeword will not be missed, i.e., Pr [E1m ] = 0, one should assume
that |C1 | ≤ |M| that requires to check all codewords in C1 and converges to
the exhaustive search decoding considered above. Finally, for any ﬁnite small
Pr [E1m ] ≤ ξ, one obtains the intermediate situation of bounded decoding error
probability and reduced complexity decoding. It should be pointed out that
under the assumption of reliable decoding in the case of (16), one can assume
that |C1 | < |M| ≤ 2N I(X;Y )−3 that leads to the bound Pe (M = 1) ≥ Pr [E1m ]
as N → ∞.
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