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Abstract—In this paper we analyze performance of  The knowledge of the attack channel at the decoder
practical robust data-hiding in channels with geometrical is not a very common case for most practical applica-
transformations. By applying information-theoretic argu- tions. More realistic set-up was considered by Somekh-
ment we show that performance of a system designed basedg5,ch and Merhav [3],[4] in assumption that the at-
on both random coding and random binning principles tacker strategy is not known neither to encoder nor

is bounded by the same maximal achievable rate for the decoder. Moreover. thev s osed that anv conditional
cases when communication channel includes geometrical ' Ver, Yy Supp y It

transformations or not. Targeting to provide theoretic Pdf that satisfies certain energy constraint might be a
performance limits of practical robust data-hiding we Valid attacker choise. In particular, in [3] Somekh-Baruch

model it using a Multiple Access Channel (MAC) with side and Merhav have considered private game, where both
information (SI) available at one of encoders and present capacity and error exponent were analyzed as the cost
the bounds on achievable rates of reliable communications functions. The channel capacity is a good measure of
to such a protocol. Fina.lly, considering template-based performance, if one is interested to know the maximum
and redundant-based design of geometrically robust data- \ata of reliable communications. In fact, one can consider
hiding systems, we perform security analysis of their it as the maximum number of distinct messages that
performance and present results in terms of number . . .
of trial efforts the attacker needs to completely remove can be commL_mlcated via a glven. host data. Th,e_ error
hidden information. exponent provides the lowest achievable probability of
error at a given information rate. From the practical point
of view, the error exponents seem to be more attrac-
|. INTRODUCTION tive since they bring out clear and simple relationship
Digital data-hiding is the art of information commubetween error probability, data rate, constraint length,
nication by embedding it into some digital multimedi@&nd channel behaviour [5]. A remarkable result has been
documents. Being embedded, this information should Behieved since the attack channel was not known at the
reliably decodable even if some intentional and uninteflecoder [3] usingnaximum mutual informatio(MMI)
tional attacks were applied to the marked document. decoding. This decoding strategy can be considered as
In general case, the digital data-hiding can be consiéPiversal decodingfor this class of channels. Such a
ered as a game between the data-hider and the attac@goder can be regarded as a two part system that
O’Sullivan, Moulin and Ettinger were among the firsgonsists of channel state estimation (CSE) and decoder
who recognized this game [1]. In the extended versid@r the particular CSE output. These two procedures
of the previous paper [2], Moulin and O'Sullivan havére iterated to guarantee the reliable communications at
considered two possible set-ups. In the first set-up thefes below the channel capacity defined by the max-min
assumed the availability of host at both encoder aSg@me.
decoder, i.e., the so-callefrivate gameand in the  In more recent paper [4], Somekh-Baruch and Merhav
second one they considered a case, where the hoshaye considered capacity of a public game using the
available only at the encoder, i.@uyblic game Moulin same MMI decoding set-up. Being theoretically justi-
and O’Sullivan considered the games with the codirtgd. this approach meets some difficulties in practical
capacity as a cost function. Moreover, they assumed t@@plications dealing with geometrical channels. In such
the decoder is informed of the attack channel, and thi@&d of channels, the attacker applies some desynchro-
appliedmaximum likelihood (ML) decoding nization transform to the watermarked data from a set
of parametric transforms with large cardinality. On the
E. Topak, S. Voloshynovskiy, O. Koval and T. Pun are witldata-hider side, the applied transform can be regarded as
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hiding systems use certain simplifications that lead &ach structured codebook group are investigated. Finally,
the suboptimal performance of universal decoder. Fir&ection 8 concludes the paper.

the CSE-decoding is implemented in the sequential two-Notations: We use capital letters to denote scalar
step manner rather than in iterative way. Once omandom variables<, bold capital letters to denote vector
obtains the CSE, the channel state compensation (C3&)dom variableX, corresponding small lettersandx

is applied and the message decoding is based directlytordesignate the realization of scalar and vector random
the recovered data. Second, to simplify the task of CS&riables, respectively. The superscriptis used to de-
most of data-hiding techniques are exploiting speciallyote length&V vectorsx = zV = {z[1],2[2],...,z[N]}
structured codebooks. This is closely related to the uséth i elementxz[i]. We useX ~ px(x) or simply

of specialpilot or templatesignals that facilitate esti- X ~ p(x) to indicate that a random variabl& is
mation problem often used in digital communicationglistributed according tex(z). Calligraphic fontsX’

In the following, we will refer to these codebooks asdesignate set € X and |X| denotes the cardinality
geometrically structured codebookBepending on the of the setX'. Z andR stand for the set of integers and
particular codebook design, they might be classified intbe set of real numbers, respectiveljy(X) denotes the
two main groups: entropy of a random variabl& and/(X;Y') designates

. template-based structured codebodks which a the mutual information between random variablésind

specially designed template or a pilot data is used
to perform CSE and CSC [§T];

» redundant-based structured codebooks which
codewords have special construction or statistics to
aid CSE and CSC [gPp],[10],[11]. Block diagram of a generic data-hiding system is

Q{esented in Fig. 1.

Il. INFORMATION-THEORETICANALYSIS OF
DATA-HIDING

Although the practical usefulness of CSE and CS
was demonstrated in the papers referred above, a thor- X
ough theoretical analysis of this geometrical synchro- I | ,
nization framework still remains an open and a Iit-L' : : :
tle studied problem. Therefore, to theoretically justify . I(
the design rules of these practical data-hiding tech-
niques, we suggest to consider this problem withfrig- 1. Communication set-up for data-hiding.
information-theoretic framework. Moreover, such a justi- _ _ _
fication might introduce a common basis for the analysis” St€go datay < YN is obtained by adding a
of these techniques using well-established practical col{atermark sequence < WH to a cover data € A
munications principles of synchronization via CSE/cs@ccording to:

This analysis can be also quite indicative while con- Y=W+X. (1)

sidering security leakages of robust data-hiding schem@s is generated by the encoder based on the message
based on the structured codebooks. Security leakagf$ex M that is uniformly distributed over the set
of structured codebooks should be investigated fromy — {1,2,...,|M|}, where | M| = 2NE the key
the position of designing the worst case attacks ® ¢ I, K = {1,2,...,|K|}, and, possibly, the hosK.
destroy the reliable communications. Therefore, the gogl— % log, | M| is the rate of communications.
of this paper is to put more light on the security and The realization of key determines a particular code-
information-theoretical analysis of geometrically robusjook to be used at both encoder and decoder during
data-hiding. communications. The codebooks are generated randomly
The rest of the paper is organized as follows. land revealed to encoder and decoder with the knowledge
Section 2, an information-theoretic analysis of dat&f corresponding keys.
hiding is presented. In Section 3, the impact of geo- Depending on whether or not non-causal host state
metrical attacks on the communications performanceiigormation X is taken into account in the watermark
considered. Afterwards, in Section 4, the informatiorsequence generatiorgndom binningor random coding
theoretic framework to data-hiding synchronization iare used for codebook design, respectively. In the random
provided. Section 5 and Section 6 contain the analgeding, Fig. 2 [12], the encoder sends the codeword
sis of the template-based structured codebooks and W& M, K'), which corresponds to a particular realization
redundant-based structured codebooks, respectively.ofnM in the codebook determined by, as the water-
Section 7, the security leaks and attacking strategies foark sequence. In the random binning, Fig. 3 [13], in the



codebook defined b, the encoder seeks a codewdid resultV of these operations is called the attacked data:
in the bin determined b}/, which is jointly-typical with

X [13]. After finding the jointly-typical(U, X) pair, the V =Ta(Y), (2)
encoder generates the watermark sequahc¢a/, X, K)

according to a probabilistic mappingw|u, x). where the subscript represents the type of the geomet-

rical transformation applied t& . Affine, bilinear and
projective transformations are examples tHatan take.

Encoder Decoder
cOdebook COdemkz Codetiook | Codebook 2 A can be parameterized by a set &f parameters
: ; : 2 = a = (aj,as,...,as) such thata ¢ Z’2. For example,
— 3 when A takes the form of the affine subclass of gen-

J ﬁ | eral geometrical transformations, a pixel at coordinates
K B (n1,n2) in'Y, i.e. y[ni,ne], will be transferred to the

new coordinategn’, nj) in V, i.e. v[n), n}], according

Fig. 2. Communications scenario based on random coding. to:
n ar  a ny as
4] - (3 2)(R)[z) @
Encoder Decoder o az a4 n2 ag
X
Codebook | Codebook 2 = Codebook | X | Codebook 2 In this casea = (al,ag,ag,a4,a5,a6). If we assume
7 Y N 0] that Fig. 4 represents the spadeof all possible geo-
N R | ‘ ] 2] 2 | . ] metrical transformations, then a particular transformation
PR i | 1 Yy |—s A = awil be represented by a dot in this space.
L | J L | J T Total number of elements in this space is defined by
S B N L] [, ] the cardinality|A|.
T W(M,X,K)
K— P(W|U,X) ] K

Fig. 3. Communications scenario based on random binning.

The watermark sequence combined with the host data
is sent to a discrete memoryless channel (DMC) that
converts the inpulY to the outputV in a probabilistic
manner accordlng to the channel transition probabilityy. 4. The spacet of all possible geometrical tranformations and

(V|y) HZ 1 p(Uz|yz) its particular elemeniA = a.

At the decoderM is decoded fronV with the knowl-
edge of K. In the random coding, the decoder looks However, in practical data-hiding applications, an in-
through the codebook defined Wy for the codeword tentional geometrical attack space would not include all
W(M K) which is jointly typical with V. When such elements of4 due to the visual acceptability constraint.
a umque COdGWOl’WV(M K) is found, the |ndex]\4 is For example, it is not expected that the attacker would
declared as the decoded message. In the random binnigéate a stego data more than fier degrees. Therefore,
the decoder looks for a codeword that is Jo|nt|y_ without loss of generality, we will COﬂSider the set
typical with V in the K —defined codebook. When suctpf e—typical geometrical transformations!” (4) [12],

a unique codewordJ is found, the index\/ of the bin such that the sample entropy és-close to the true
that containdU is considered as the decoded messagentropy and|A | < |A|, as the space of possibly
applied geometrical transformations. In the case when
lIl. | NFLUENCE OF GEOMETRICAL ATTACKS ON THE @ € R”, we refer to the volume of a set instead of
COMMUNICATIONS PERFORMANCE cardinality [12].

If the parameters ok = (a1, aq,...,as) are distrib-

uted independently and identically according (),

When a geometrical transformati@h(.) is applied to then, |A | will be upper bounded as [12]:
Y, its pixel coordinates are modified accordinglfhe

A. Modeling of Geometrical Attacks

_ . | (J)| < 9J(H(A)+e) (4)
LIt should be noticed here that we did not assume memory effects = ’

in the channel due to the intersymbol interference caused by the
interpolation. 2In general case, one can assume R’.



where H(A) = — > _p(a)log, p(a) and the summation arbitrary small positive number, i.e.— 0. Since
is performed over the set of values thatan take. there are (2Vfize — 1) different W’ apart from

It should be noticed that most of practically important W'’ = w in a particular codebook, the probability of
families of geometrical transformations can be repre- decoding error in the random coding caE’éz,C(N),
sented by a finite number of parameters, e.g., translation is upper bounded by:
(2), affine transforms (6), bilinear transforms (8), projec- RO(N) B . B
tive transforms (10). At the same time, the local random Pe < Nfreg=NUWVIK)=9) - (5)
transformations introduced in Stirmark Benchmark W\%hereR is th q dina-based icai
might require larger number of parameters. This is trug - ¢ -zC 1S th€ random coding-based communication

. ) ate in channels without geometrical transformations. If

for the case considered by Voloshynovskiy et al. [10
where it was shown a possibility of random bending
attack representation by a set of local affine transforms. Rro < I(W;VI|K) —e, (6)
In this case,J depens on the image size, i.e., it is defined
by the number of blocks used for local approximatiothen,PeRC(N) — 0, asN — oo ande — 0.
times number of affine transform parameters. However,In channels with geometrical transformations, when
besides the drastic increase &f the upper bound4) the decoding is performed at all elements of the space
remains valid for our analysis. AY) the upper bound in (5) becomes:

rc Satisfies the condition:

_ o - phe@) o |A(J)’2NR2027N(I(W;V|K)75)
B. Achievable Rates of Data-Hiding In Channels With™ “ - €
Geometrical Transformations

)

9N % log, |AL” |9 NRG . 9—N(I(W3V|K)—c)

)

<
1 (J) .
Consider a theoretical communications set-up, where < oN(5log A HR%C*U(W’V‘K)*G)), (7)

the decoder neither has a geometrical synchronizatiorrll ¢ s th g dina-based L
framework for recovery nor a priori knowledge abouf/"®"€ftzc 1S the random coding-based communication

the applied geometrical transformation. It is inevitablEAt€ IN chgnnels_ with geometrical tr.ansformatlons. There-
for this decoder to regard all elements GIEJ) as fore, if Ity satisfies the condition:

possibly applied ones and, thus, to perform an exhaustive G . 1 (J)

decoding for each € AEJ). Rio < IW;VIK) — ¢ =y loga AT, ®

In the following Sections, achievability of reliablep"“™) _, 1 asN — oo ande — 0. Moreover, taking
communications in channels with geometrical transfoito account (4), (8) can be rewritten in the following
mations is analyzed for random coding and random bifyrm:
ning strategies starting from a communications scenario
without any geometrical transformations. The analysis is RS <I(W3VI|K) — ¢ — LHATS), 9)
carried out for thetheoretic set-upswhere the lengths D)o
of communicated sequences asymptotically approach fig IV — o0 ande — 0 and.Ac™ is finite, term
finity. in (9) vanishes and the upper boundﬂﬁc reduces to:

Reliability of the communications is measured by a el .
probability ><l)f decoding errorP., that is the probabilit))// e < IWSVIK) —e, (10)
that the decoded messagé is not equal to the sentwhich coincides with (6) that bounds the rate in channels
messagéel, i.e. Pr ]\//.77& m|M = m(l. without geometrical transformations.

1) Communication set-ups based on random coding: To prove the converse part of coding theorem for
In the case of random coding, the decoder will makerandom coding based communications in channels with
decoding error in following situations [12]: geometrical transformations one can exploit standard

« There is not any codewor®, which is jointly- proof technique [12] in order to upper bound the rate
typical with V' in the codebook determined ty: Rfc + + log, 4L")|. Due to the imposed constraint on
According to the asymptotic equipartition properWAE‘])| it is easy to show that the impact of they term
(AEP) [12], this event is unlikely. in the sum rate asymptotically vanishes.

o Another codewordW’ from the codebook such Therefore, based on the above consideration one can
that (W’ £ w|W = w) is jointly-typical with V: conclude that in a theoretical set-up based on random
According to the AEP, anW’ from the K —defined coding scenario, the maximum rate of reliable com-
codebook andV constitutes a jointly typical pair munications is not affected by the applied geometrical
with the probability2=NI(W:VIK)—€) ‘wheree is an transformations.

J(H(A)+e€)



2) Communication set-ups based on random binnin@hereRﬁB is the random binning-based communication
In the case of random binning, one encounters withrate in channels with geometrical transformations. If
coding error in following situations: RS is such that:

Encoder:

o There is not any codewordJ in the codebook
defined by K, which is jointly-typical with X:
According to the AEP, any codewortd and X
may form a jointly-typical pair with the probability PRB( ) 0, asN — oo ande — 0. Furthermore,

N(I(U;X|K NR
0 fo any 1 1 o periouar codeboor setmed oy M 10 O 4 logy AL term in (15) vanishes as
y M i partcu : y o and A is finite. Then, the upper bound for

K, the probability of this event will be bounded bygg_) becomes:

RS, <I(U;V|K) — I(U; X|K) — 2¢

1
— 57 loga |4, (15)

RB(N) NI (U;X|K)—e) 2N F
P = = "~ RSy < 1(U3 V|K)
2N(R’ I(U;X|K)+e) ) (11)

which is equivalent to the condition oRrp given in
(13) for channels without geometrical transformations.

Similarly to the Section 3.2.1, in order to prove the
converse of coding theorem for random binning based
communications in channels with geometrical transfor-
mations one can show using the same argument as in
[13] that thelog term in R%; + + log, 1AY| has not
asymptotic impact on the rellable communications.

Thus, in theoretical set-ups with random binning, the
reliable communications do not suffer from geometrical
transformations.

—I(U; X|K)—2¢  (16)

< exp(—

where we used the fact that — z)" < e ™. If
R > I({U; X|K)—¢, PP™) _ 0 asN — oo and
€ — 0.

Decoder:

o There is not any codewor®l in the K—defined
codebook, which is jointly-typical witN: Accord-
ing to the AEP, this event is unIikeM

o A codewordU from another bin M such that

M #m|M =m) is jointly-typical with V: Ac-
cording to the AEP, arbitrary codewoikd from the
codebook defined by and'V may form a jointly-

typical pair with the probability2=NU(V:VIK)=e),
Since there are{2NRRB — 1) bins in total with an
index M such thatM % m, the probablllty of
decoding error in the random binning caE’éjB

C. Synchronization Impact on the Performance of Data-
Hiding

Assume that the probability of decoding error for a
particular realization ofA = a is equal top") (a) for

is upper bounded by: watermark codewords of lengtlv. Then, the average

probability of decoding erro?’ ™) over all possible

RB(N)  9N[Rrs+R19—NI(U;V|K)—e)
P, <2 2 + (12) Sacks can be computed by averagifd” (a) as
where R’ = I(U; X|K) + € and Rgp is the ran- G(N) (N)
dom binning-based communication rate in channels P = Lacu P (a)pa (). )

without geometrical transformations. As it was shown in the previous section, in the

If the data-hider communicates with the followingheoretical set-up, when the length of the communi-
condition on the rate: cated sequences asymptotically approaches infinity, per-
formance of random coding-based and random binning-

Rrp < I(U;VIK) based communications in channels without and with

then, PP™) _, 0, as N — oo ande — 0. geometrical transformations in terms of achievable rates

In channels with geometrical transformations, whesymptotically coincides.

the decoder performs the decoding at all elements of thdiowever, in practical situations with a finitev,
RB(N) the encoding is based on random binning or random

space of typical geometrical transformation3,, . : . :
will be upper bounded by: coding with expurgating bad codewords depending
on whether the host state is taken into account or
PJEB(N)S |A£J) ) not in the encoding. The decoding is based on a
< 9N logy AL |9N[RG ,+ (U X|K) +¢] ML technique [15] andPeG(N) is upper bounded by
- peMN) < A 2= NE(RIK)  where E,(R|K) =
Maxe(o,1] MaXp,,, . (wlk) [Eo(p, Pw| i (w]k)) -
,(14) pR) and Eo(p, pw ik (w]k)) =

~I(U; X|K) — 26, (13)

2N RGs+R 9= NU(U3VIK) =)

X2—N(I(U;V\K)—e)

Y

N(“gﬂAEJ) R$ 5 +1(UX|K)~I(U3V|K) )
< N (B R 4T(UX )TV



—logy >, [Zw pW|K(w|k)p(y|w)ﬁ Hp, constrained search spagéreduces tgA'| = 1 (A = a,
Furthermore, as|A§J)] gets larger, the upper bounoF'g' 5).
for PEG(N) increases. Hence, in the case of practical

IV. PRACTICAL FRAMEWORK FOR
INFORMATION-THEORETIC CONSIDERATION OF
GEOMETRICALLY-ROBUST DATA-HIDING CODES

set-ups, geometrical transformations completely disable
the reliable communications.

In many practical applications, it is necessary to
decrease the cardinality of search space of the decodefhe host interference to the message communication
for possible geometrical transformations to decrease ffean essential problem in the design of a practical
average probability of decoding error in practical case@@pacity achieving robust data-hiding. The message en-
A way to accomplish this requirement is to introducgoding based on the random binning dependent on host
a synchronization framework into the scheme in the egtate provides the solution to this problem. In contrast,
pense of dedicating some portion of the rRteoriginally robustness to geometrical attacks with an acceptable
used for the message transmission, to the communicatf@nplexity of protocol design requires the codewords
of synchronization data that definitely lead to some 108§ the synchronization part to have special features that
of maximum achievable rate. In the asymptotic cas@fe independent from the statistics of the host data.
when N — oo, PY) 0 and there is no need In order to resolve these conflicting requirements, we
in such a synchronization. However, in practical sefOpose the information-theoretic set-up presented in
ups, particularN' determinesP\") and the relationship F19- 6 that is based on a memoryless MAC with side
between the cardinality dMEJ)\ and Pe(N) defines the information (SI) about the host staf® non-causally

loss in performance. Depending on this relationship gvailable at one of the encoders. It consists of four

might be beneficial to reduce the rate of communicatigiPnabetsVi, Wa, X and v, and is denoted by, x

spending same part for the synchronization as the gaie: ¥ P(v[y),V}. We also assume that the keys,

in considerable decreasirjglgj)\, keepingPe(N) in the and K-, are available at corresponding encoders and

glven range. de|C0d?rS't the ch IW; and W ts of

As an illustrative example, in Fig. 5(a), a dot repre; npui 0 keW(’: ar;ne ’ “1[ an ) g.’ atred ptars 0

sents a particular geometrical transformatibn= a in € watermar where Wi 1S dedicated lo pure

J) ) . . message communication arW¥, is additionally used

the spaceAd.”’ of typical geometrical transforma’uons.Or cometrical synchronization purposes. Message
A decoder without a synchronization framework wil[ 9 y purp '

. ) . 10 be communicated is split into two parf&; and Mo,
consider all elements of this space as possibly apphggpending on the rate paiR;, Ry) and they are encoded

geometrical transformation, i.e. it will perform decodingnto W, and W, using corresponding encoders
1 2 .

at each point of this space. However, the use of a geo-, (2NF: 9NR: N code for the MAC with S| consists
metrical synchronization framework reduces the searcp ’ ’ _
Of two message sets:

space fromA'”) to A’ (Fig. 5(b)).

My ={1,2,... 2N~ (18)
AY a? My ={1,2,... 2N (19)
7 two encoding functions:
oA =2 eAsa frof{n2, 2N (1,2, K x &N
— Wh, (20)
@) (b) fo:{1,2,... 2N s 12, 1K — WY, (21)

, - _ 7 and a decoding function:
Fig. 5. The original geometrical search spaéé (a) and the

constrained search spagg after application of CSE/CSC (b). qg: YV « {1,2,..., K|} x {1,2,...,|Ks|} (22)
NR, NR,

The cardinality of4’, i.e. |A’|, is determined by the 2 ALZ 2L 2T

accuracy of CSE and CSC and depends on a particulai/; and M, are chosen randomly from the sets

design of structured codebook that can be achievét?2,...,2Vf} and{1,2,..., 2V} respectively. The

analyzing corresponding Cramer-Rao lower bounds [1Rkys K; and K, determine the particular codebooks

As the variance of the estimation error goes to zerthat are used by corresponding encoders and decoders.



X geometrical transformationstg‘])(A) to the stego data

Y
LM, ncoder W, (M,,X.K,) M‘i : e .
| ; . § Probabilistic Channel:In order to prevent complete

Mt ; £ Equivalent | V i

i Channel &1 i inversion of the applied geometrical transformation, the
| Er=— W, (M5,K,) Docoder LM, . . . .

g2 | attacker might introduce additional noise to the attacked

= K data V’3. Assuming that the noise acts as a discrete
memoryless channel (DMC), it converts the inpdt to

@) the outputV” in a probabilistic manner according to the

_____________________________________________ channel transition probability(v"|v') = [, p(v/|v}).
Equivalent Channel Ko Synchronization:The outputV"” of the probabilistic

channel is provided to CSE and CSC blocks for the syn-
chronization. In fact, this is the part where the cardinality
of the search space of the decoder for possibly applied
: | geometrical transformations is reduced frqmﬁJ)\ to
|A'|. The outputV of this part is sent to decoders.
b) Geometrical transformation, probabilistic channel and
synchronization part form the equivalent channel with
Fig. 6. MAC framework to geometrically robust data-hiding: (a}he input alphabetsV,, 1V, X and the output alphabet
main diagram and (b) equivalent channel. V. Leaving the problem of intersymbol interference (I1SI)
outside of the scope of this paper, we assume that the
channel output is produced according to the probabilistic

Assuming that joint distribution of messages over iHBapPpingp(vly) = [1i=, p(vily:)-

product setM; x M5 is uniform, the average probability Decoding: At the lower ggcc_)der (Fig. 6).W'th the
. . ! . knowledge of the keyK>, M, is decoded first from
of error for this code is defined as:

V consideringW; as interference. Then, the output

Attack Channel

I

+‘ 7,0 }‘—»{ p(v] )

(NN

pW) — 1 « of this decoder (in assumption of errorless decoding
‘ 2N (FatRa) of My), W, is provided to upper decoder and; is
Z Prig(V, K1, Ka) # (m1, m2)| decoded fronV, with the knowledge of the kel , after
(m1,ma2)EMi X Mo subtractingWs (genie-aided decoding [16]). In this way,
(M7 = my, My = m»)]. (23) the interference oW, with respect toW; is avoided.

The corresponding achievable rates for the given
A rate pair(2;, I;) is said to be achievable, if thereset-up have been investigated independently for non-
exists a(2V1, 2V N) code with ") — 0 asN —  watermarking applications in [17];
oo. The capacity region of the MAC is the closure of the 1
set of all achievablg¢R;, R,) rate pairs. Ry < N [I(U;VIWo, K1) — I(U; X|Ky)],  (24)
Codebook constructionrCodebooks forW; and W, )
when generated randomly according to random binning Ry < — [I(W3; V|U, K,) — I(U; X, |K1)], (25)
[13] and random coding [12] principles, respectively, are

i 1
revealed_to corres_pondmg encoder_s and _d_ecode_rs. Ry + Ry < — [I(U, Wy; V|K1, K»)
Encoding A particular messag@/ is partitioned into N
(M, Ms) depending on the rate paiR?;, R2). Then, —-I(U; X|K1)], (26)

the encoder for)M; generatesW,(M;,X, K1) using . )
random binning by taking into accouit;, non-causal is T?:S:r?ggvﬁ\blgi rat7e \;\?S'SVZJE; "t:(]ee tgr%%?:ren%nsig;ép
host state informationX and the user-specified key P ) 9. /. : L

g with the highest possibléR;, Ry) pair satisfying (25).
K. Similarly, encoder forl/, produces the COOIeVVordActuall all (Ry, R2) pairs located on the line between
Wy (Ma, K9) using random coding by considerings Y 1, fi2) P . T

. the points P, and P, of the achievable rate region in

and the particular keys,. Afterwards, these two code-Fi 7 agree with (25). However, it is known from [12]
words are combined with the host st&eand sent to the | '>: 9 o T ;

. . o tt]at non-corner points can be achieved only by time
equivalent channel. Information transfer via this Channgharin (or space sharing in our particular application)
passes the following stages. 9 P 9 P PP '

Ggometrical Tran§formationAttacker applies @ J€0-  3The noise in general can be signal dependent that takes into
metrical transformatior’’s(.) from the set ofe—typical account interpolation effects.



Therefore, the selection of corners is motivated by themeans that, if the total watermark powera'%,, then
technical design concerns. Ao, portion will be assigned to the communication of
W, and the rest1—\)o3,, will be used to communicate
. ‘W,. Obviously, asN — oo, then\ — 1 and negligibly
LIWVIUK,) = 10X K ) I ‘ small fraction of total watermark power is spent for the
\ template communication. An example of template-based

structured codebook based on CDMA is given in Fig. 8.

R,

1 .
WI(W:JV Ki.K,)@

® > &

%I(U:V\K, K5) %[I(U;V\WE,K‘)—I(U:X £))] m

Fig. 7. Achievable rate region of the proposed set-up.
2;%

In practice, only a small fraction of energy/space will
be spent forWy communications. This means th&b

will be very small and asymptotically it will tend to ¥

zero asN — oo. Therefore, the plot will have notably “'2

"asymmetric” character meaning that practically all rate _ ‘

will be assigned toR;. Therefore, asymptotically the Template 1 Template &, Template [, |

difference between the maximum achievable rate
under N — oo and R; will be negligibly small for Fig. 8. CDMA template-based structured codebooks.
practical usage. o
According to the particular way of the synchronization N the case of SDMA, transmission &V, and W
part W, design, structured codebooks can be dividéd Performed in orthogonal space intervals. Thus, inter-
into two main groups: template-based structured cod§r€nce between these two data is avoided. An example

books and redundant-based structured codebooks. In @h&emplate-based structured codebook based on SDMA

following sections, the properties of these two group$ 9iven in Fig. 9.

will be investigated in more details.
Codebook 1 Codebook &y Codebook | K|

)
)

N

The main idea of template-based synchronization is

V. TEMPLATE-BASED STRUCTURED CODEBOOKS 1 Li} L

to use a specially designed pilot to estimate possible™ {

geometrical transformations applied to the stego data.

Template data itself does not contain any information,., [ } [

about the ongoing message transfer, . = 0. It R L

is key-dependentWs(K>), unique for a given key /
\

[
/.

M ] [ VW wen,=w

K, = ko which is shared by encoder and decoder. Once
the geometrical transformation is estimated and inverted
based on the templa®/,, W is decoded fronV after i
interference ofW,, is canceled by subtraction.

The codebook construction with a template can
be considered using Code Division Multiple Acces,gg_ 9
(CDMA) and Space Division Multiple Access (SDMA)
signaling approaches.

In the case of CDMA,W; and W, are transmitted
simultaneously using power sharing since there is \él'
constraint on the power of the total input signM = In redundant-based structured codebooWé; con-

W, + Wy to the channel defined by the distortiorveys M, part of the messagé/, i.e. Ry # 0, using
Eld(X,Y)] < 0%, whered(X,Y) = % SN d(xi,y;). codewords that have a special construction or statistics

Template 1 Template k, Template |%,|

SDMA template-based structured codebooks.

REDUNDANT-BASED STRUCTURED CODEBOOKS



designed to aid the synchronization. Once the geometri- VII. ANALYSIS OF SECURITY LEAKS AND
cal transformation is inverted using the special structure ATTACKING STRATEGIES

of Wy and M is decoded without error fronV, then e gpjective of the attacker that operates between
Wi is decoded afteW(12) is subtracted fromV. e encoder and the decoder would be to exploit all

As in the case of template-based structured codebookgailable prior information about the data-hiding scheme
there are CDMA and SDMA approaches for the corind all security leakages from the observed stego Wata
struction of redundant-based structured codebooks. fndestroy reliable communications. In order to comply
example of redundant-based structured codebook usigigh Kerckhoff principle[18] in the design of asecure
CDMA is given in Fig. 10 and another example baseghta-hiding schemait is assumed that the attacker has
on SDMA is presented in Fig. 11. access to encoding and decoding algorithms and has

the knowledge of codebooks used at both encoders and

Codebook | %] decoders as the prior information. Furthermore, it is
supposed that the attacker does not know:

« secret keyd<; and K, or particular codebooks that
are exploited by encoders and decoders for ongoing
communications,

« indexesM; and M, that are sent by corresponding
encoders,

« the original host imageX that carries communi-
cated watermark codewordd; and W.

+ Under given conditions, the attacker may apply one

vl 1] of the following attacking strategies

« Statistical signal processing attacks: the attacker ex-
ploiting the knowledge of statistics of the watermark

(@]
o
a
@
o
Q
]
=~

‘
—
NARRDY

m

N

L
‘;) -

)
%
‘

"2 ; ; and of the host data may estimate the watermark,
| 5 | subtract the estimate from the stego data and add
Codebook 1 Codebook #, Codebook | X, | noise, thus avoiding inverse mapping, to decrease
the rate of reliable communications;
Fig. 10. CDMA redundant-based structured codebooks. « Geometrical attacks: the attacker may find signal

processing attacks inefficient since in some cases

they are even invertible [19] and may decide to
codebook | in_crease th_e complexity'of decoding for the data-
I V] hider applying a geometrical attack to the stego data
[7} for desynchronization, which is simple in terms of

Codebook 1 _

N

implementation;
7} « Key space search attacks: the attacker with an

[ } [ | access to the decoder and with the knowledge of
" [: [:} codebooks may prefer to perform “cryptographic
] ] like” attack by decoding through all possible code-

books, i.e.exhaustive sear¢chand to subtract the
decoded codeword from the stego data to destroy
the communications. Due to the equivocation, every
codebook has some security leaks that could sim-
plify the search of the attacker [20]. Moreover,
for robustness to geometrical attacks, we further
introduce redundancy into the codebook structure.
Thus, the attacker may try to benefit from the
Codebook | Codebook Codebook | % | particular codebook design in reducing the search
space.

In the following sections, attacking scenarios that are
inspired by the given strategies for each group of struc-

wo LT T INI2] [ MW Naw, =N

Fig. 11. SDMA redundant-based structured codebooks.
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tured codebooks based on the proposed MAC framework in all |K;| codebooks for theU that is jointly-
will be investigated in details for theoretical set-ups, i.e.  typical with (Y — Wg . The cardinality of thisU

for V.= oo. decoding space igC; |2V (B 1) that results in total
cardinality of |/Co| + |12V (Bt ),

A. Attacks against Template-Based Structured « The data-hider has different keys for each encoder,

Codebooks i.e. K1 # Ko, but K5 is fixed and is the same for all

Attacks against template-based structured codebooks
benefit from the fact that templat®V, is only key-
dependent and unique for a particular k&g = ko.
Thus, the attacker with the access to codebooks given
in Fig. 8 would look for a jointly-typical pair Wa,

Y). The cardinality of theW, decoding space for the
attacker is|Ky

users[6]: using the same template for all users, i.e.
|K2| = 1, makes the scheme more susceptible to the
attacks. Thus, when compared to the previous cases,
it is relatively easy for the attacker to finWs.
However, in terms of destroying the reliable com-
munications, the same exhaustive search should be
performed in all K | codebooks for a jointly-typical

, Where|Cy| represents the total number

of codebooks foW. If W, is found, the attacker would <U= (Y - W?)) pair with a decoding space of

subtract iﬂromY and apply a geometrical transfori the cardinality |KC;[2V(f1+E) | Thus, the overall
to (Y — W5 ). In this case, the data-hider will loose cardinality of the decoding space for the attacker
the 'synchronization framework based ®¥i, after this is 14 [/Cy 2N,

attack. Therefore, it is beneficial for the data-hider to keep

After WQ is successfully decoded, instead of applyingdifferent keys for each encoder.

some geometrical transformation toY — Wy ), the

attacker may further develop following attacks based ,
on security leaks, depending on the key managem&tAttaCkS against Redundant-Based Structured Code-
protocol for K; and K»: books

« The data-hider uses the same key at both encodersin the case of redundant-based structured codebooks,

ie. K; = Ky = K, and there is a one-to-onecodewords are generated having special features or sta-
correspondence between the codebook$vafand tistics to facilitate the geometrical synchronization at the
W, for a given keyK: the knowledge of template decoder [8]9],[10]. Therefore, one would expect the
W, implies the knowledge of corresponding codeattacker to benefit from these statistics in the search of
book for W in such a design. After revealind/, "W, part. By observing the stego da¥, the attacker
from a decoding space with cardinalityCz|, the could learn the statistics &V, even when the key,
attacker would search in that particular codeboadk not available. Furthermore, the knowledge of statistics
for aU that is jointly-typical with (Y — W, ). The for W, reduces the ambiguity in findin§V,. For the
attacker with an access to the codebooks given in Fig. 10,

the upper bound for the cardinality of tA&%, decoding
|2NR2.

cardinality of thisU decoding space 8" (f1+7),
After finding U, the attacker can also obtaiX. X
For example, in the Costa set-up [21], which is pr*Pace is/C2 _ .
posed for the Gaussian formulation of the Gel'fand- An additional analysis should be provided for the
Pinsker problem [13,U = W, + oX. Since probability that the attacker will find anoth&¥, from

Y — WQ — X + W,;, X can be calculated if the codebooks such thaW, # w3|Ws = wy) is

the jointly-typical (U, (Y — W, pair is found. jointly-typical with Y. The attacker, who has the access

The possibility for the attacker to obtald means to the stego imagéy, but not to theky, has to look

the total failure of the communications. Thus, th%r\ough all codebooks/C,| for a jointly-typical pair
S

cardinality of the decoding space for the attacker W3, Y). The probability of decoding error for the

bounded by|ko| + oN(Ri+R') attacker,Pf(N), will be upper bounded by:

The data-hider has different keys for each encoder, PAN) < (), |9V Rag- NU(Wai¥)—0)

i.e. K1 # K,, and there is no relationship be- e = |N21|1 CAlaN(R 1w~1’/

tween the codebooks &V, and W, [7]: this < 2Ny log, KalgN(Re=I(Wai ) o)

time the knowledge of templatd¥, does not < oN(Flog, [Kel+Ro—IWaiY)te) (27

provide any information about the codebook from
which currentW; in the stego data is coming.Therefore, ifRy < I(W2;Y)—e—+ log, |IC2|,P6A(N) —
The attacker may perform an exhaustive searéhas N — cc.



Moreover, the data-/h\ider having attacked d€téboks
for the jointly-typical (W2, V) pair in a particular code-
book determined bys, and the probability of decoding
error for the data-hiderPeDH(N), is bounded by (5).
Thus, if Ry < I(WyVIKy) — e, PPT™N) 5 0 as
N — 0.

In order to prove that the attacker can also decbdge
reliably fromY without knowledge of<s when the data-
hider can do the same frow with knowledge ofK5, we
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codebook design scenario, the knowledgd\of re-
stricts the search of the attacker 7, in a partic-
ular codebook. Thus, the cardinality of the decoding
space for the jointly-typica(U, (Y ~W, pair
reduces from|iC;|2N(Fi+R) to oN(Fat+R) when
compared to the previous scenario. Thus, the total
cardinality of the decoding space for the attacker is
reduced to/fCy |2V 2 4 2N+ )

The statistics oW, are different for all user code-

will try to investigate the relationship betweé(iVs;Y)

and I(Ws; V|K3) that boundsR; for the attacker and
for the data-hider, respectively, in the case of reliable
communications. From data processing inequality [12]:

books and there is no relationship between the code-
books ofW; and Ws: in this case, the knowledge
of W5 does not facilitate the search of the attacker
for W. Therefore, the cardinality of the decoding
space for the jointly-typica(U, (Y — V/\\fg)) pair

will be |KC; |2V i+E) Thus, the total cardinality of

the decoding space for the attacker/&|2V5 +
|[Cy 2N (R HD),

I(Wa; V) < I(Wa;Y). (28)

Furthermore, based on the extension I§iVs; V, K»)
using chain rule for mutual information:

I(Wy; V, Ko) I(Wo; V) + I1(Wa; Ka|V),
I(Wy; Ko) + I(Wa; VIK3). (29) C. The Effect of Security Leakages on the Cardinality of

the Decoding Space
and the fact thatl (Ws; K3) = I(Wa; Ko|V) = 0, we

can prove thatl(Wy; V) = I(Wa;V|K>). Therefore In the random coding scenario, where the decoder

I(Ws; V|Ky) < I(Ws;Y) according to (27) and (28). If looks for a jointly typical (W(M,K),Y) pair, the

the data-hider select®,, which satisfies the conditionaftacker, who has the knowledge of the decoding rule (or

Ry < I(Wa; V|K>)—e to be able to decod®, reliably. decoder) and targets destroying reliable communications,

then the attacker will also be able to decd@d, with 1S t0 findW (M, K). OnceW (M, K) is found, it can

PA™N) _, 0 as N — oo with suchR. be subtracted fron¥. Thus, without knowledge of the
Once the attacker obtaif/,, it is subtracted from key K, one will perform an exhaustive search through

Y and a geometrical transformation is applied B!l €04€POOKS(L,2,. ., |K[} and all messages/ = m,

Y — W, ). This causes the data-hider to loose the € M for the jointly typlcaI(W(M,_K),YBWp%aw. The

hronization f K cardinality of this decoding space will BE|27"*, where

synchronization framework. - : K| is the total number of codebooks and” is the
However, instead of applying a geometrical transfo jumber of codewords per codebdok

mation to (Y — W), the attacker may develop the \yhen the codebookél, 2, ..., |K|} are generated in
fO”OWing attacks in order to destroy the reliable commyhe way that each one contains unique codewords and
nications, depending on the statistical codebook desigfery possibleW is included in only one codebook,
strategy forWy: the exhaustive search foV is related to the ambiguity
. The statistics ofW, are the same for all code- H(W) by 27(W)_In this limit case, the cardinalities
book$8],[9]: in this case the knowledge oW, |K|2VE and 27(W) will be equal.
does not have any significance in reachiWg;. However, as it was proposed by Shannon [20], observ-
Thus, the attacker has to perform an exhaustiieg Y® reduces the ambiguity abo® from H(W) to
search through allC;| codebooks for the jointly- H(W|Y) as:
typical (U, (Y — WgB) pair. The cardinality of
this U decoding space i$/C;[2N(F1+5) I the
jointly-typical pair is found, it is possible to obtainwhere I(W;Y) is the amount of information that can
the realization ofX. The total cardinality of the be learned abouW by observingY. If H(W|Y) =0,
decoding space for the attacker is bounded by
|/C2|2NR2 + |;C1|2N(R1+R’)_ “We do not consider here efficient search strategies similar to

. . Viterbi algorithm space [22].
« The statistics ofW, are different for all user 51t should be noticed that the attacker operates directly on the

codebooks and there is a one-to-one_ relationShiﬂego datdY’ contrarily to the data-hider who has access only to the
between the codebooks W; and Ws: in such a attacked datav.

H(W|Y)=H(W)-I1I(W;Y), (30)
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the knowledge of the currenlY gives the exact value As a continuation of our research, we will consider
for W, i.e. the cardinality of the decoding space for theollusion attacks, when there are several stego data
attacker i27/(WIY) — 1. Therefore, in a communicationcopies produced from different hosts, keys or messages,
scenario withl (W;Y) # 0, it is possible for the attackerand will emphasize the role of the host data statistics
to reduce the cardinalityC|2"V® of the exhaustive searchon the security. We will also extend the proposed set-
for the jointly typical (W,Y) pair. up to real scenarios, when the data lengthare finite,

In the case of random binning, where the decod#re decoding is performed using the MMI technique and
looks for aU(M, X, K) that is jointly typical with the the probability of error is bounded in terms of error
stego datdY, the attacker will try to find the jointly typ- exponents. The particular search algorithms reducing the
ical (U(M,X,K),Y) pair through all{1,2,...,|K|} cardinality of the decoding space for the attacker based
codebooks and all message bis= m, m € M to be on the security leakagdsW;Y) and/(U;Y) are also
able to destroy reliable communications. The cardinality subject of our ongoing study.
of this decoding space is given big|2"V(F+1) where
2NVE' s the total number of sequencBsin each message
bin M = m. The knowledge ofU enables the attacker
to get the host statX, the messagé/ and the keyK.  This paper was partially supported by SNF Professeur

Similarly to the random coding scenario, when thBoursier grant PP002—-68653, by the European Commis-
codebooks are generated by distributing all posslble sion through the IST Programme under contract IST-
sequences to the codebooks uniquely, the cardinality 202-507932-ECRYPT and Swiss IM2 projects. The
the decoding space depends on the ambigity¥) authors are also thankful to the members of SIP group
aboutU. Therefore, one would expect the cardinalitiepr many helpful discussions during group seminars.
[KC[2NEFED) and 2H(U) to be equal in the limit case. They acknowledge interesting discussions during several

However, attacker's knowledge about the stego d#ECRYPT project meetings with Prof. FeRez-Gonalez
Y reduces this ambiguity té/ (U|Y) as: and Prof. M. Barni. They are also thankful to Prof. P.
Moulin for the insightful discussion on the subject of

H(UJY) = H(UIX) - [[(U;Y) = [(U; X)) coding in arbitrary varying channels.
— H(U) - I(U;Y). 31) The inf_ormatipn in this document reflects only the
authors views, is provided as is and no guarantee or
Thus, as in the random coding case/(itJ; Y) # 0, then warranty is given that the information is fit for any
the cardinality of the decoding space for the attacker cparticular purpose. The user thereof uses the information
be decreased fronfiC|2V(i+7) based on the observedat its sole risk and liability.
Y.
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