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ABSTRACT performance-privacy/security perspective. We propase, i

In this paper we investigate biometric person identificatio stead of using original biometric templates for identityive

We model this process of person identification as mu|tip|éication, to perform indirect identification based on thewp

hypothesis testing and consider performance measures tHﬁftio? tho a secure key-dependent ftr?qsform domain. The
can be attained in such a protocol in terms of exponentl€ of the projecting operator is twofold: besides enhagci

of average error probability. A special attention is paid tothe security of the identification protocol, it is used for ac

the privacy related issues. In particular, we consider percOmplishing computational complexity improvement via in-
formance/privacy trade-off due to the indirect identificat put data dimensionality reduction. Moreover, the analog of

that is based on data projection of an original data to a secridentification system was not considered.

subspace. Finally, we approximate the obtained perforenang The remaining part of the paper is organized in the fol-
limits using properties of random projections. Finallypex  OWing way. The problem under investigation is formulated

imental simulations are used to exemplify our findings. in Section 2. Performance analysis of the identification pro
tocol based on random projections is analysed in Section 3

versus direct identity verification. Section 4 containsesxp

1. INTRODUCTION imental validation results. Finally, Section 5 concludes t
Biometric person identification has become an unavoidablpaper and draws some future extensions of the obtained re-
security feature serving as a basis for person identificatiosults.
and access control. Being a replacement of classical $gcuri  Notations. We use capital letters to denote scalar ran-
tokens as passwords, pins, ID cards or passports, physical dom variablesX, bold capital letters to denote vector ran-
behavioral features of humans have certain advantages. Them variablesX, corresponding small lettexsandx to de-
major one concerns their inherent link with a user and thugote the realizations of scalar and vector random variables
infeasibility to be stolen, forgotten or lost. They are caparespectively. The superscript is used to denote lengtk-
ble as well of providing sufficient accuracy of identificatio vectorsx = {x[1],x[2],...,X[N]} with ith element]i]. We use
procedure in terms of producing an error during identity-ver X ~ px(x) or simplyX ~ p(x) to indicate that a random vari-
fication. Finally, biometrics are omnipresent, easy to &equ  ableX is distributed according tpx (x). Calligraphic fonts
sufficiently permanent and universal in the sense that are i denote setX € 2 and| 2’| denotes a cardinality of set.

possession of all people. Finally, Iy denotes &N x N identity matrix.
Despite the mentioned advantages, one should carefully
address the question of biometric storage. In many proto- 2. PROBLEM FORMULATION

cols (like those that are used to grant the access to IaptopR, eneral diagram of identity verification based on secure
mobile phones, and portable hard drives) it is hecessarily t 9 9 Y

store the original biometric template. Thus, via gaining th biometrics and random projections is presented in Figure 1.

physical access to the device, the attacker can obtain the ac

cess to the mentioned original template that leads to variou __ Enrollment __ Channel __ Identification
security and privacy compromised issues. Possible ways o

such illegal actions are creating of faked biometrics, ayst

impersonalization, or even illegal people tracking. XJ_»
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This security fraud was recently realized [1] and sug- ¢ T o H,
. . 1% /
gested to formulate the problem of biometric-based authen{ cowsokotemoiiea F —}

tication as extraction of “common randomness” [2, 3] that Tolgmd‘emm
is performed using the fundamentals of distributed source 2[“ —
coding [4]. However, this approach assumes the availgbilit | »|x.—
of the original biometric template as a secret shared by dis-
tributed encoder and decoder. Thus, one can conclude that
the realized security hole is not completely overpassed. Afigure 1: Person identification based on random projections
the same time, the use of hashes increases the probability @fis a key-dependent random projection operator.
collusions.

Thus, the main goal of the paper consists in the anal-
ysis of biometric-based person identification from a joint  According to the presented set-up, the template identities
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are deduced during the enrollment stage based on the origiake of analysis tractability the multiple hypothesisitegst
nal templatéX ~ p(x) transformed to a secret key-dependentwas replaced by a set of binary tests (Figure 3). It is known
reduced dimensionality domain via applying a random prothat in this case, the optimal decision rule follows the mult
jection operatord. These sequences,i € {1,2,....M} are  ple maximum a posteriori (MMAP) strategy:

stored in the corresponding identification data base that is .

available at identification stage. The maximal amount of n arg max 7p'(x). (5)
such indexes is limited by the maximum rate of reliable com- i€{1.2,...M}

munications of the corresponding discrete memoryless—char|1n the foraoina analvsis w me that prior hvoothesis di
nel (DMC) p(y|x) that models the acquisition distortions. € forgoing analysis we assume that prior Nypotnesis dis

According to the channel coding theorem [B1,< 2N (XY) tribution, 15 = ﬁ is uniform and MMAP rule will be simpli-

For the identity verification the templabé acquired from fied to multiple maximum likelihood (MML) decision rule:
the output ofp(y|x) is projected to the mentioned secrete key- MML _ i
dependent transform doma¥i = @Y. Finally, a statistical f argie{l@,.a..),(m} P ). ©)
testn is applied to decide which template outhdf= 2N (X;Y)
alternatives is observed by the identity verification syste

As it was indicated in the introductory part of the paper, -
the main our goal is to evaluate the system performance in ,,j e
terms of identification accuracy and computational complex J
ity impacted by the random projection. For this purpose, we _x | iy Hypothesis| H o
model the problem of person identification as multiple hy- i ”J o
pothesis testing [6] and formulate it for the direct idenéfi i ;
tion case wherab = 1. In particular, it is supposed that a S ,}
source of biometric signals represented by a probabiliy di T [HL,,‘”'}* ooy
tribution p(x) produces a lengthl vectorsX € 2'N. The
principle goal of the hypothesis test is to decide, which out @) (b)
of M possible cases is observed. We defindveary mul-
timodal biometric person identification system as compose#tigure 2: Multiple hypothesis testing (a) vs its approxiioiat
of the set2’N and a hypothesis test: by a set of binary tests (b).

MMAP _

—X | Hypothesis Test —> X, [

Test

Hy
% x| Binary Hypothesis|

n:aN-{12,..M}, 1)
. ) _ ) It was demonstrated [8] for the memoryless case that
where{1,2,...,M} is a collection of possible alternatives. 06(nMMAP) is upper bounded as:
The test is accomplished assuming the following prior
distributions on respective hypotheses: e(nMMAP) < e(nMAP) <D, @)

Hi: X~ pl(x) = A (x(i), 0In), (2)  where6(nMAP) designates a MAP detector for a binary hy-
. . N pothesis testing formulation and:
wherei € {1,2,...,M}, Hi ~ p'(x) = [Tj=1 P'(X}), and the
acquisition channel is modeled as i.i.d. Gaussian with zero D" = min Ds(p™(x), p"(X)), (8)
mean and variances. (Mn)€{1,2....M},mzn

We measure the performance of the defidddry hy-

pothesis testing using Bayesian average probability aferr WhereDs(p™(x), p"(x)) denotes the Chernoff distance [5] be-

tween two distributionsp™(x) and p"(x). This distance is
c(n) = Z I Z-P”E’ 3) defined in the following way:
I JF#

Ds(p™(x), p"(x)) =

wheren designates a selected decision rdi]%,stays for the m(x) S
probability of falsely accepting hypothesis; in the case max — log / p"(X) { pn } dx. (9)
whenH; is in “true” and 75 is the prior probability of the Oss<l z P (x)
hypothesid;. ) ) Thus one can conclude, that the performance of biometric
_We define the respective exponent of this average probgwerson identification modeled as tNeary hypothesis test-
bility of error as follows: ing can be approximated by a set of binary tests and upper
1 limited by the worst pairwise Chernoff distance between al-
o(n) = ,Jlian_N logC(n). (4) ternative hypotheses.

. . . . 3. PERFORMANCE ANALYSIS
Theoretical performance analysis of multiple hypothesis

testing for the case of more than two hypotheses under thRirect identification. Performance analysis of the problem
selected performance criterion of the average probalifity of biometric person identification formulated in the prexso
error was found intractable [7, 8]. Instead of direct prable Section will be analysed assuming its Gaussian formulation
analysis, usually it is tackled exploiting some stratedies ~ and availability of the observation of the acquired genuine
simplify the further analysis and considerations. One ehsu biometric template at verification. In fact we suppose that
simplifications was firstly introduced in [8], where for the p'(x) = .4 (x(i),02ln). Such a formulation is justified by



the assumption that equal portion of random distortions i©Operator® besides security concerns serves to convert an
added to an ideal biometric pattern during enroliment. Thusoriginal lengthN vector to a vector of lower dimensionality

one can rewrite (2) in the following form: L,L < N. An L x N operator® is a random matrix whose
elements are generated from a certain density. In the scope

Hity =x(i) +z, (10)  of this paper we assume that the elemeni® afe generated

from a zero mean Gaussian distribution with a variaﬁce

wherei € {1,2,....M} andz ~ .4(0, 02Iy). e (0, 1)

_For such a_formulation of the pro_blem under cpnsidera— Itis pogsible to demonstrate that the corresponding prior
tion and following the strategy of multiple hypothesis tagt probabilities of the worst case binary hypothesis test @n b

performance limitation by a binary test that considers tie p defined as follows-:
of hypothesesm andn with the smallest Chernoff distance, :

;che cprresponding MML test (6) can be reconsidered as fol- { H . T/(Y)~ W(—%d’z,ozzd’ZL (19)
Oows: HJ( : T/(Y) ~ /(%dxz’azzd/z)’
ML _ i
N =arg maxp(x). AL where d = (x(m) — x(n)T®T (@O ) Td(x(m) — x(n))

T . g . -
Then, taking the logarithms of the likelihood functions, and®' is the result of transposition of projection operator

one obtains the rule that declares the hypothesiging in

force:
log(p™(x)) —log(p"(x)) > O. (12)

. . _ L 2
Therefore, one can rewrite (12) using sufficient statistics DL(p"(x), p(X)) = %' (20)
Z

. Then the exponent of the average probability of error we
are seeking for is defined:

1
_ T _ _z _
ty) =y (x(m)—x(n)) (&(m) —&(m), (13) In the case one assumes that this operator is an ortho-

projector, i.e.,®®T = Iy, the distanced’ can be modi-
whereg(m) = x(m)Tx(m), £(n) = x(n)Tx(n) are the ener- fied as follows:d’2 = (x(m) — x(n))T ST D(x(m) — x(n)) =
gies of vectors(m) andx(n), respectively. b (x(m) —x(n))||2
Then, the corresponding prior models on binary hypothe- :

) > . Attractiveness of projecting onto a randomized basis was
ses can be expressed in terms of sufficient statistics as fok.¢ prol 9

t formulated by Johnson and Linderstrauss [9]. It was

lows: ot T(Y)~ A (—3d2 o2 proved that in the case the projection is performed from a
n 25z ), (14) certain vector space onto a random subspace of sufficiently

Hm: t(Y)~.#(3d? 02d?) ioh di i : i

m 24, CZ8 ), high dimension, the distance between the space elemehts wil

be approximately preserved. The following sandwich of in-

_ _ 2 : -
whered = ||x(m) — x(n)||“ is a square distance between orig equalities is valid:

inal biometric patterns(m) andx(n). Therefore, under the
memoryless assumption and according to (9) the exponent L

of the average probability of error that one can expect to at- (1- 5)\/7||X_y| < | Px—y)|
tain in biometric person identification modeled as multiple N

hypothesis testing is bounded by the corresponding Chiernof

distanceDg(p™(x), p"(x)) that for the case of Gaussian statis- <(1+9) /L I(x—v)] (21)
tics of hypothesis priors can be written as: - N
42 for a sufficiently smalld. Then, one can approximate (20)

Ds(p™(x), p"(x)) = 82" (15) forthe case ofbd" = Iy as presented below:
z

Furthermore, DL(p™(x), p"(x)) ~ L M (22)

d? = ||x(m) —x(n)|? N 802
= [|x(m) ||+ |[x(n)||* = 2x(m)Tx(n) = 2||x[|>  (16) Finally, assuming that(m),x(n) are orthogonal se-
. . . . _quences of equal energy, i.e., condition (16) is valid, dme o
assuming that all biometric patterns have equal energy, I-83ins:
[(m)||? = ||x(n)||> = ||x||*, and all of them are pairwise e ML
orthogonal, i.e.x(m) x(n) = 0. Finally, one can reduce (15) Ds(p™(x), p'(x)) ~ N 402 (23)
as follows: ) z
De(p"(X). p(X)) = ||4Xi||2_ 17) 4. EXPERIMENTAL VALIDATION
07

o . ! ] The main goal of this Section is threefold. We will try to
Random projection-based identification. In this subsec- investigate the behavior of exponent of the average proba-
tI?r: of the pa?er wIe Ea)lss?m_edthéitfgert\ume I%en(;lfliattl%le temyility of error as a function of operational signal-to-neis-
plates are not available for identification and identityifier . . «|I? .
cation is performed based on the data securely transformélf (SNR) defined asSNR = 10log, (%) for the direct
to a certain secret domain via applying a secure random pradentification case (17). Secondly, we would like to estienat
jection operatorp: the loss in performance in the case the identification is per-
y' = dy. (18) formed based on random projection (20). Finally, we would
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Figure 3: Behavior of exponent of average probability of er-Figure 4: Behavior of exponent of average probability of er-
ror for direct identification, random projection-basedritte  ror for direct identification, random projection-basedritie
fication and approximation of random projection-based-denfication and approximation of random projection-based-den
tification,ﬁ =0.9: (a) full-size plot and (b) magnified frag- tification,h =0.7: (a) full-size plot and (b) magnified frag-
ment. ment.

like to see the accuracy of performance approximation (20for person identity verification projecting them onto a se-
using Johnson-Linderstrauss result (23). For this purp@se cret randomize subset. We conducted performance analy-
run a set of experimental simulations according to the folsis of random projection-based identification versus ectlire
lowing setup: the length of all vectof¢ was selected to be one in terms of error exponent of the average probability of
equal 1024, the operation8NR range was fixed to the in- error. In the former case we were able to provide perfor-
terval [—-20; 20 dB. The templates were generated from a mance limits approximation using properties of random pro-
zero-mean, unit variance Gaussian distribution, whilesthe jections. By means of computer simulations we were capa-
ements of random projector operatbrare i.i.d. zero-mean ble of demonstrating a certain performance loss versustdire
Gaussian with the variancg. The dimensionality reduc- identity verification thatis linearly proportional to thevten-
tion ratio  was set t0.9;0.8;0.7;0.6;0.5]. Since the ob- E'_Ogal'ty reduction ratio. Finally, a high accuracy of JSO"
tained results revealed similar behavior of error exponént Linderstrauss approximation of performance of projeetion

the average probability of error for all selectﬁd only the based identification was demonstrated.

L 090705 dinth Fi In our future research we will extend the performed anal-
cases ofy = [0.9,0.7;0.5] are presented in the paper (Figure, js 14 the case of multibiometric person identificatiort tha
3-5). The obtained experimental result allows to C.O.r.‘d“d%inown to achieve even more accurate identification results.
that in multiple hypothesis testing biometric person idfent

cation problem formulation under the stationary acquiaiti

conditions a certain loss in performance of random prajecti 6. ACKNOWLEDGMENTS
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