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Abstract—In this paper we consider the problem of reversible information transmission / partial channel state recovery
idn_formtation hidinlg in tt?e Calse(lgvl\r;(e:? tt?]e gttacléer ll(JseS 0”'){ the state-dependent channel. Similar results were olstame
iscrete memoryless channels , the decoder knows only ; ; it ;
i S ol bt VI s b h e g =00 ST ot of e e,
the attacker knows the information-hiding strategy, probability L
distributions of all random variables, but not the side informa- Sion in the case of complete recovery of the channel state at
tion. the decoder are analyzed in [9]. One should also mention the

We introduce the notion of reversible information hiding E-  work of Eggers et al. [10], who considered the reversibility
capacity, which expresses the dependence of the information uf o antization-based data hiding as structured codebpek a
hiding rate on the error probability exponent E and the distortion - . - . .
levels for the information hider, for the attacker and for the host prOX|.mat|on of random binning. Finally, the apal¥3|s of J11
data approximation. The random coding bound for reversible considers a formulation where the communication protocol
information hiding E-capacity is found. We obtain the lower is specifically optimized to a particular pure information
bound for reversibility information hiding capacity for £ — 0.  communication regime while reversibility is analyzed asya b

In particular, we have analyzed two special cases of the ,.qqct of this design. Similarly to the previous casesyéte-
general prob_lem formulation, pure reversibility and pure message distortion region of pure information transmission andruied
communications.

state recovery is defined.

In this paper we would like to make one step forward

Problem of information transmission over state dependenith respect to the existing results justifying joint infoation
channels rises in the situation when the transmitter hastransmission rates and channel state estimation accut#oy a
certain prior knowledge about the environment or chann@utput of the data hiding channel and to establish the error
Such a situation is typical in data hiding where the main goalexponents that can be attained in the reversible informatio
to communicate information message embedded into the badyling protocols in terms of E-capacity [12]-[14].
of a media file over a certain channel [1]. It is also relevant t
simultaneous transmission of digital and analog infororati
in audio broadcasting [2]. Il. PROBLEM FORMULATION

A corresponding research area of communications over
channels with side information available at the transmitte We use capital letterX to denote random variables (RV)
has attracted considerable attention in information thebine and corresponding small lettetsfor their realizations. Small
main problem was to establish the highest possible rateshefid lettersx designate lengttv vectorsx = [z1, 22, ..., 2]
reliable communications in such channels [3]-[6] that lated ~ with n'" elementz,,. Calligraphic fontst denote sets angl |
to the optimal solution to the problem of channel interfeeen denotes the cardinality of sat. All logarithms and exponents
cancellation. in the paper are of the bage We use the following notation

However, in certain cases one is rather interested notnn = 1,|M| for m = 1,2,...,|M]|. Information-theoretic
maximizing the rate of pure information transmission [7]ipu quantities, such as conditional entropy of RY relative to
the most accurate estimate of the channel interferencarfeha RV X with probability density (PD)Py, V = {V(y|z),z €
state). Such a problem arises in simultaneous broadcasttigy € Y} will be denoted asp,,v (Y|X); the conditional
of analog and digital audio [2] where digital data designemiutual information of the R\S and S relative to RV byK is
in a way to enhance the overall reception quality can b o, (S A S|K); the informational divergence of the PQ*
considered as interference degrading the communicationawfd Q is denoted byD(Q|Q*) and the conditional informa-
analog information. tional divergence of joint PI0)*oQo0PoV and@*oQs0Po A

The problem of accurate channel state estimation at the oly-D(Q* 0 Q20 PoV||Q* 0o Qa0 PoA) = D(V|A|Q*, Q2, P).
put of the state-dependent channel (reversibility) wadistl We denote the types or empirical distributions by smalklstt
in communication and data hiding formulation. Sutivong efhe set of all vectork of type ¢o we denote by?;f(}’(K). The
al. [7] considered the problem of simultaneous channekstatet of all vectorss € SV of conditional typeq; for given
transmission in addition to the pure information. They pres k € 7.)V(K) we denote byZ )V (S|k). It is called alsog-shell
the optimal protocol design and rate distortion region forep of vectork. The notation|a|™ will be used formax(a, 0).

I. INTRODUCTION




Encoder  Attack Channel Decoder . Receiver distortion constraint is considered, and the maximum disio

Meege M " v A av - M | constraint is mentioned as a more difficult case.
S

N
Host data - e The attack channel, defined by (y|x) = [[ A(yn|zn),

) . . . .o . n=1 .
inforsn'ndaﬁionE L I subject to distortiom\,, satisfies the following constraint:
source
Figure 1. Reversible information hiding system Z Z dé\/ (X y)AN (y\x)pN (X) < AQ.
A reversible information hiding system is presented in x€XN yeyN

Figure 1_. It is_ supposed th_at a messageo be transmitted t0  yqfinition 2. The nonnegative numbek = L log| M| is
the receiver is uniformly distributed over the message/get calledthe information hiding code rate

Host data source is described by the RMwhich takes values
. ) . ’ For an = = k) = k k),s €
in the discrete finite sef and generated/-length sequences ¢ ;. ,é/}QandQAOOO ?i(lanotéQb(;Qg)(Q g{?)( t)r% (:jat)oi all

of independent and identically distributed (i.i.d.) compats. ditional PD 3ls. k). for which the following i lit
The side information source is described by the Rywhich condiiiona 22(5]s, k), for which the following inequality

takes place:
takes values in the discrete finite g&tand in the most general P
case has the given joint PD* = {Q*(s,k), s € S, k€ K} Z Q(s,k)Q2(8|s, k)do(s, §) < Ao. (2)
with the RV S. When the side information is a cryptographic 5,8,k

key, S and K are independent. The side information in the Definition 3. A memoryless covert channét, subject to
form of i.i.d. N-length sequences is available to the encodg[stortion A,, is a PDP = Pyo P, = {P(u,;é|s,.§,k) _

N ~ ~ A
and decoder. It is assumed th@t™ (s,k) = [[ Q*(s,k).  Loluls; 8 k)Pilalu,s,5.k), u € U, v € X, s € 5,5 €
_ o n=1 S, k € K} such that for anyQ and Q, € Q(Q, A):

The information hider(encoder) embeds the messagec

M in the host data blocks € S using the side information Z Q(s,k)Q2(8]s, k) P(u, z|s, 8, k)di(s,x) < A1, (3)
k € KV. The resulting codework € XV is transmitted w,w,5,8,k

via attack channeld = {A(y|z),z € &,y € Y} with the \yherel is an auxiliary RV taking values in the finite gétand
finite input and output alphabetd” and ). The attacket forming the following Markov chaifK,s,5,U) - X — Y.

trying to modify or remove the message produces corrupted  penote by P(Q, @2, A;) the set of all covert channels
blocksy € YV based orx € X%, respectively. The decoder, N

possessing side information, derives the messagand the (1 x]s,8,k) = nlij(un,xn\smén,kn), subject to dis-
approximations of the original data block, within the fixed tortion A;. B

distortion level usingy. Definition 4. A memoryless attack channel, subject to
Let the mappingsly : S x S — [0,00), d1 : S x X — distortion A,, under the condition of covert channél ¢

[0,00), dy : X x Y — [0,00), be single-letter distortion func- P(Qe’ %2’(31)A' ')S defined by a PDA, for which for @ and
tions. The distortion functions are supposed to be symmetri 2 20
do(s,8) = do(8,5),d1(s,2) = di(w,s),d2(z,y) = da(y, ) D> Qs R)Qa(3ls, k) P(u, zls, 5, k) Ayla)da (x, y) < Ao.
for all s € §,§ € S,z € X,y € Y and assume that ... sky
do(s,8) =0, if s = 8,d1(s,z) =0, if s = z,da(z,y) =0,
if « = y. Distortion functions for theN-length vectors IIDenOtedbyAEIQQZ’%AZ) thcfa set of a”hatta;lk) chan-
i . N . nels, under the condition of covert chann €
are defined asiy’(s,s) = %nz::ld‘)(s”"s")’ dif (s,x) = P(Q,Q2, A1) and subject to distortion level,. The sets
N N Q2(Q,Ag), P(Q,Q2, A1) and A(Q, Q2, P, As) are defined
~ nz_:l di(sn,20), d (x,¥) = nz_:l da(Tn, Yn)- by linear inequality constraints and hence are convex.
Definition 1.The information hidingV-length code is a pair ~ Denote bygy, (m, 8) the set of ally which for a giverk are
of mappings(fn,gn) subject to distortions\y, A;, where decoded intgm, 8): g5’ (m,8) = {y : gn(y,k) = (m,8)}.
fv @ Mx SN x KN — xN is the encoder, mapping Definition 5.The probability of erroneous reconstruction of
host data blocks, the messagen and side informatiork the messagen € M and the approximation of data block
to x = fn(s,m, k), which satisfies the following distortion ISSE S for k € K obtained at the output of the channél
constraint: '
dN (s s,m,k)) <A 1
1 (s fv( l k) < Ag, @) e(m,s, k, A) —1_AN{ U g;}k(m,§)|fN(m,s,k)}.
andgy : YV x KN — M xSV is the decoding, mapping the & d(s3)<o
received sequencg and side informatiork to the decoded
messagen’ and 8, which satisfies the following distortion
constraint:d) (s,8) < A,.
Note that the definition of the distortion constraint (1) mea e(m, A) = Z QN (s,k)e(m, s, k).
that the maximum distortion constraint with respectstd (s.k)E SN xKcN
and m is used, as distinct from [17], where the average

The error probability of the message averaged over all
(s,k) € SN x KN equals to:



Denote byA = [Ag, Ay, Ay] the collection of distortion
levels, fixed for the current system.

The error probability of the code, for any messagec —HG(S|K)+D(QoPoV|Q oPoA) —E|T. (5
M, maximal over all attack channels from(Q, Q2, P, As)

is denoted by:
e(m, A). then

e(m) = max
A€A(Q,Q2,P,Az) R.(Q",E,A) =min max min

. . Q PeP(Q,A1) ACA(Q,P,A
The maximal error probabilityof the code over all attack EP@AD ASA@ PE)
channels fromA(Q, Q2, P, As) is equal to:e = max e(m), [ 1q,p,v (Y ANUIK)
[S

and theaverage error probabilityof the code, maximal over

min |[Q7p,v(Y/\U|K)
V:D(QoPoV|Q*oPoA)<E

Corollary 3: pure message communicationslf Ay — oo

min
V:D(QoPoV|Q*oPoA)<E

all attack channels fromA(Q,Q,, P,A,) equals to:e = ~IqP(SAUIK)+D(QoPoV|Q oPoA)—~E|". (6)
1
M > e(m).

meM

In (5) and (6),P = {P(u,x|s,k), v € U,x € X,s €
I1l. REVERSIBLE INFORMATION HIDING E-CAPACITY S,keK)andA = (A, Ay).
Consider the codes whose maximal error probability expo-
nentially decreases with the given expondnt> 0, (called IV. PROOF OF THETHEOREM
reliability), i.e., e < exp{—NFE}. The theorem is proved using Shannon’s random coding
Denote byM (Q*, E, N, A) the highest volume of the code,argument, the method of types, covering lemma and a gen-
satisfying this condition for the given reliabilityx and the eralization of packing lemma [12], [15], [16].
distortion levelsA. To prove the random coding bound, we must show the ex-
The rate-r9|iability'distortion fUnCtion, which we calé- istence of a code witlR Satisfying (4) ana < eXp{—N(E—
versible information hidingE-capacity by analogy with the e)}, forany0 < e < E.
E-capacity of ordinary channel [12], is defined as: We will construct the encoding and the decoding and
explore the errors caused by each.
For encoding we use the idea of Gelfand-Pinsker [5].
By C(Q*, E, A) andC(Q*, E, A) we denote the reversible The decoding is based aninimum divergenceethod, first
T ] introduced by E. Haroutunian [12] and developed in [13],

information hldlngE'-capacny dgfmed for maximal and aver-[14]_ The extension of this method adopted to data hiding can
age error probabilities respectively.

In this paper the lower bound of reversible informatimri’e considered asemi-universal decodingsince the decoder

hiding E-capacity for maximal and average error probabilitiegeeds. to know only the specific class of channels, instead of
is constructed. a particular one, used by the attacker.

Consider the following function, which we catie random  Encoding.

R(Q*,B,A) = C(Q*,E,A) 2 Tim %logM(Q*,E,N,A).

coding bound Step 1. Denote byQ(Q*, F) = {¢: D(¢||Q*) < E} and
B-(Q", B, A) = min Q2€03(@.80) PEP(Q.Q2:A1) 75+ (9, K) = U 7" (S, K). (7)
q€Q(Q*,E)

min min
AEA(Q,Q2,P,A2) V:D(QoQ20PoV|Q*0Qo0PoA)<E .
2182 ViD(QeQaeloviQTezerod) We will construct the code only fafs, k) from 7.2 (S, K),

16,02, pv (Y AUIK) = Ig.0,,p (S AU, S| K) because for sufficiently larg&/, the probability of(s, k) ¢
+D(Q0 Qa0 PoV]Q 0QsoPoA)— Bl @) 7,% (S, K) is exponentially small:
Theorem. For any E > 0, for reversible information hiding U == > @MLV(s K}
system with distortion levelA a¢Q(Q*,B) a¢Q(Q*,B)

Q" B,A) < C(Q", B, A) <T@, B, A). < D, ep{-NDWlQ)

4¢Q(Q*.E)
Corollary 1. WhenE — 0, we obtain the lower bound of ISIIK]
reversible information hiding capacity based on (4) : <(N+1) exp{—NE} <exp{-N(E —¢c1)}, (8)

R.(Q",E,A) = max max min
Q2€Q2(Q*,Ap) PEP(Q*,Q2,A1) AEA(Q*,Q2,P,A2)

{10+,02,p,a(Y NU|K) = Ig+ 05,5, (S AU, S|K) } .

wheree; > 0.

Step 2.Denoted; (8|k) = > q2(8|s, k)q1(s]k).

Covering lemma. For evséry typeq, conditional typegs,
vectork € KV, there exists a collection of vectofs; €
Corollary 2: pure reversibility. 1f Ay =0 from (4) we have qulv(S*|k)7 j=1,J1}, where

Re(@ B A)=min max i D= exp (N (Ia (S £ SIE) +6/2)} . 50



such that the sef 7.\, (518,,k) j = 1, J1 } coversT.}
large enough:

(S|k) for N

N(Sk) C

U 2,02 (5185, k)

For the proof of covering lemma see [15].
For type ¢ € Q(Q*,E) and conditional typeq, €

Qs(q,Ag) denote
S(Q»(D’j) U 9,92 S|SJ )
J'<J

therefore for the vectors from S(q,q¢2,7), we put into
correspondence the vectdy, j € [1, Jy].

q q2 S|SJ’

Taking into account the inequality (2), we can show that' € M:

for typesq € Q(Q", E), gz € (g, Ao) and any;j = 1,75,

€ S(an27j)a S]
do(s,8;) = N™" 3 (s, 3[s,8;)do(s, 3)

s,8

= Z q(S,k)QQ(§|S,k)d0(5,§) < A07 j =1,J1.

s,8,k

Step 3. Fix the typep = pg o p1 € P(q, q2,Ay). For fixed
po, I, for each typey € Q(Q*, E), ¢2 € Q(q, Ag) and vectors
3, k, we choose independently, at random fr@fff,, (U8, k)

|M| collections 72(m), m = 1, | M|, of vectorsu;(m), j =

1, Jo, where

Ja = exp {N (Ig,q5.p0 (S ANUIS,K) +5/2)} (6> 0).

Then, for eachs € 7,V (S|k) we select sucha;(m) from
J2(m), thatu;(m) € 7;1\[12 o (Uls, 8, k). Denote this vector
by u(m,s, §,k).

If for somes there is no such a vector ifk(m), we choose
u(m,s,8,k) at random from thet  (Uls,8,k). Denote
the probability of such an event l:l?/]r{bqlw0 (m,s,8,k)}.

Pr{bq,q,p0(m,s,8,k)}

J2

:Pr{m
Hl—Pr{uJ

< |:1_ |7:1q2 o (U]s,8, k):|
- 173500 (U8, )]

i(m) & 7g.q, pO(U|s,§,k)}

N
67—4‘12?0

(Uls,8,k)}]

< [1—exp{=N(Ig,2,p0 (S A U‘S, K)
+5/4)}]exp{N(1q,q2,p0(SAU\S,K).H;/Q)}.

Using the inequality 1 —¢)™ < exp{—nt}, which holds for
anyn andt € (0,1), we can see that

Pr{bg,q4,,p0 (m,8,8,k)} < exp{—exp{Né5/4}}. )

Notice that for eachn, the code containd = J; x Jy =
exp {N (Iq,qwo(s ANU,S|K) + 5)} (6 > 0) vectorsu.

Step 4. The codewordk is constructed in the following way.
For eachm = 1,|M]|, §, s andk we choose at random a
vectorx(m,s, 8 k) from 7.7, (X|u(m,s,§;,k),s,8,k).

It is easy to demonstrate Sthat such an encodlng satisfies the
distortion constraint. Indeed, for typesc P(q, g2, A1), q €
Q(Q*, E), qs € Qx(q, Ao), taking into account the inequality
(3), we have

dY (s,x(m,s,8,k)) = N! Zn(s, x|s,x)d1 (s, x)

>

u,x,s,8,k

Q(87 k)q2(§|87 k)p(u7 3;‘|5, §7 k)d1(57 I) < Ay

Denote byeg(m) the encoding error probabilityfor any

>

(s R¢TL. (S.K)

IN

Q™ (s,k)

eg(m)

+ Q*N(s,k) Pr{bq,q5,p0 (M, s,8,k)}.

>

(s )eTH. (5.K)
Now taking into account (7), (8) and (9):
en(m —e)}

+ Z Q*N{%N(&K)}eXp{—exp{Né/zt}},

q€Q(Q*,E)

) < exp{—N(E

As the number of typeg in Q(Q*, E) does not exceed
JZJSW according to type counting lemma [15], [16]
and QN {TN(S,K)} <1, we can write

eg(m) < exp{—N(E —e1)} + exp{—exp{Nd/4} + 1}, (10)

for N large enough.

The attacker chooses the attack chanAefrom the set
Al(g, q2,p,A2) as he knows probability distributions of all
random variables. It is clear, that in this case the average
distortion constraint is satisfied, since:

S Y @AY vbop ()

xeXN yeyN

=Edy (X", YY) =

Z Ed2(n, yn)

q(s, k)a2(8]s, k)p(u, z|s, 5, k) A(y|z)dz(2,y) < As.

>

u,x,s,8,k,y
Decoding. For brevity the vector pair
u(m,s, §,k),x(m,s, §,k) is denoted byu, x(m,s, §, k).

We use the followmg decoding rule: every pair of
y and k is decoded to suchm and § that y €
7;1\;2 po(Yu,x(m,s,8,k),s,8,k), whereg, g2, p, v are such
that min D(qogaopov||@Q*ogaopo A) is minimal.

A€ A(q,q2,p,A2)

The decoder can make an error when the message M
is transmitted ands k) € 75.(S, K). However, there exist
such typesl qy,p' v, vectors and pair(m/, §') thatm’' # m
orm’ =m, dofs s) > Ay, with

eT1h

q9,92,p,v

(Y|u7 X(m7 S’ §7 k)’ S7 é’ k)



() Zor gy (V10X (8,8, ), ', 8, K) wheree, > 0.

From (10) and (13) one can see that the error probability
of the messagen € M is small enough.

Taking into account the continuity of all expressions, when
N — oo, arbitrary probability distributions can be considered

instead of types. The theorem is proved.
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IZ:]N (Y‘ul7x/(mlﬂsl7§/7k)7sl7§/7k) *

’
",a5,p" v’

and min
A€ A(q’,qh,p",A2)

D(q' ogaop ov'||Q ogzop o A)

D(gogzopov||Q"ogzopo A). (12)

< min
A€A(q,q2,p,A2)
Denote byD = {q,q¢,p, P, q2, g3, v,v" : (11) is valid} and

F = 7:1];\{12,P,U(Y|u7 x(m, S, §7 k)7 S, éy k)
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+

— min D(¢ oghop ot'||Q*ogbop’ 0 A
A€A(q'.q5.p",A2) ( 2 | 2 )

[14]

[15]
[16]

(17]

The lemma guarantees the existence of a good code, the
codewords of which must be far from each other in a sense

that all ¢, v-shells have possibly small intersections.

Using (11) and (12) it is easy to see that félarge enough
(13)

ep(m) < exp{—N(E — e2)},
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